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Abstract--- This paper studies the progress made to date
on the modeling of internet traffic. It more specifically
looks at the repeatedly reported occurrence of extreme
value behavior in aggregate internet traffic. A random
variable that follows a heavy-tailed distribution can give
rise to extremely large values with non-negligible
probability. The use of an appropriate extreme value
traffic model could be useful in avoiding overcrowding
on network lines due to extreme behavior.

Index terms--- extreme values, internet traffic, long-
range dependence, self-similar.’

Introduction

A deep understanding of Internet traffic can contribute to
network performance monitoring, equipment planning,
quality of service, security, and the engineering of Internet
communications technology. A lot of research has already
been done towards understanding the Internet but little has
been done to model observations in Internet data. [1]

This paper aims to give an effective analysis and summery
of proposed traffic models as a much needed platform for
progress in this area. Special attention is given to the
modeling of extreme values or tail behavior of internet
traffic; as network engineers need to plan particularly for
extremely large numbers in aggregate internet traffic. The
paper will proceed as follows: first the basics on data and
internet is given, then the different models with their
positive and negative features is discussed and the paper
ends with the seemingly most effective model to date. Self-
similarity is discussed in more detail as this seems to be a
prevalent characteristic of internet traffic.

Data Collection

On the internet data is sent in manageable pieces called
packets. Each packet has a TCP/IP header containing the
following: the IP source and destination addresses, the
protocol number (to identify TCP segments), the source and
destination ports, the TCP flags, the data sequence number
and the acknowledgement (ACK) number. These headers
can be collected and analyzed to arrive at a model for
internet traffic. [2] describes the data collection process in
detail.

Internet Topology

The Internet is a network of routers, each belonging to a
administrative authority or autonomous system (AS),
connected by links. Both the router and the AS are referred
to as nodes.
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Let P(k) be the connectivity distribution giving the
probability that a node in the network is connected to &
other nodes. Results on the World-Wide Web (WWW), the
Internet and other large networks indicate that many
systems belong to a class of inhomogeneous networks,
called scale-free networks, for which P(k) decays as a
power-law, that is P(k) ~ k£, free of a characteristic scale.
[3]

Various mechanisms have been proposed as the origins of
power law phenomena, including reflected or drifted
multiplicative processes, exponentially stopped geometric
Brownian motion, self-organized criticality, preferential
growth, and highly optimized tolerance among others. [4]

[1] sheds more light on the topology and operation of the
Internet than can be covered here.

Previously proposed network traffic models: their
success and failure

Poisson (Classical) Model

First studies on data traffic indicated that the data traffic
sources in communication networks were bursty in nature,
i.e. relatively short sequence of source activities are
followed by long idle periods. According to [5], studies
suggested the following assumptions for data traffic are
reasonable:

1. The interarrival times of messages generated by an
external data source are exponentially distributed, i.e., each
external data source behaves as a Poisson process. Let G(i);
i=1;2;:: N, be a random variable denoting interarrival
times of messages generated from the ith data source.

2. The length of messages generated by an external data
source are exponentially distributed. Let H(i); i=1;2; : : ;;N
be a random variable denoting length of messages from the
ith data source.

3. Processes described by random variables G(i) and H(i)
are stationary and independent.

Failure of Poisson model:

[6] reports that for both local-area and wide area network
traffic, the distribution of packet inter-arrivals differs from
exponential, that Poisson processes are valid only for
modeling the arrival of user sessions; that they fail as
accurate models for other wide-area network(WAN) arrival
processes; that WAN packet arrival processes appear better
modeled using self-similar processes; and that in some
cases commonly used Poisson models underestimate the
burstiness of TCP traffic over a wide range of time scales.
[7] established that simple Poisson models were not
appropriate for network traffic.



Packet Train Model

This model was a result of the discovery of long-range
dependence and self-similarity in traffic data. [7] have
modeled traffic between a single source and destination as
an on/off or packet train process [8]. The packet train
model assumes that a group of packets travel together. The
packet train model is a source model. It applies only when
we look at the packets coming or going to a single node. In
order to allow analytical modeling with a simplified form of
train model, usage of a two-state Markov model is
suggested. The source can be either in generation state or
idle state. The transitions between these states are
memoryless (Markovian). The duration of the two states is
exponentially distributed.

This models is a good application to the heavy tails
observed in data by [9].

[10] reports that if the ON (OFF, or both) periods are
generated according to heavy-tailed distributions, and the
number of multiplexed flows is large, then the resulting
aggregate traffic exhibits asymptotic self-similar properties
with LRD behavior. An M/G/N queue with infinite
variance service time exhibits long-range dependence
(LRD) properties in the number of active servers. Since a
heavy-tailed distribution of file sizes was measured on
storage devices, it can be mapped onto the service time of a
file transfer. [10]

Self-similarity

Leland et. al. (1995) argues in favor of self-similar models
following findings that traffic exhibits ‘burstiness’ as
opposed to a characteristic burst length which would tend to
be smoothed by averaging over a long enough time scale.
Self-similarity is the property we associate with fractals -the
object appears the same regardless of the scale at which it is
viewed. Since a self-similar process has observable bursts
on all time scales, it exhibits long-range dependence; values
at any instant are typically correlated with values at all
future instants. (Crovella and Bestavros, 1994)(L.
Muscariello, M. Mellia, M. Meo, M. Ajmone Marsan, R.
Lo.)

According to Willinger; Taqqu; Leland and Wilson, 1995,
self-similar processes were introduced by Kolmogorov
(1941). In terms of stochastic modeling, self-similar
processes or their increment processes are almost
exclusively used in situations where the modeler tries to
account for the presence of long-term correlations in a
parsimonious manner.(Willinger et al., 1995)

Willinger et al. reports that the data of Ethernet traffic
measurements is clearly different than predictions by
stochastic models considered up to 1995. This includes the
Markov-modulated Poisson process, fluid-flow models,
ARMA models, TES processes and packet-train models.

Definition of self-similar processes

Continuous self-similar process: A continuous time
process Y(t) is said to be exactly self-similar with self-
similarity parameter H (the Hurst parameter) if it satisfies
the following condition

Y(1)da™"Y(ar),¥t 20,Ya>0,0< H <1

where the equality is in the sense of finite dimensional
distributions.

Self-similar time series: In the network traffic context, we
normally deal with a time series rather than a continuous
process. The definition of self-similarity

in that context goes as follows. Let

X = {X(i), 1> 1} be a stationary sequence. Let

X" (k) = %n ﬁX(i),k =1,2,......

i=(k—1)m+1

be the corresponding aggregated sequence with level of
aggregation m obtained by averaging over non-overlapping
blocks of size m. Then if X is self-similar, it has the same
autocorrelation function, r(k)=E[(Xt — p)(Xt+k — )] as the
series X(m) for all m. Note that this means that the series is
distributionally  self-similar: the distribution of the
aggregated series is the same (except for changes in scale)
as that of the original.

Second-order self-similar: A stationary sequence is said to

be second-order self-similar if m' ™7 X has the same
variance and auto-correlation as X for all m.

Asymptotically second-order self-similar: A stationary
sequence is said to be asymptotically second-order self-

similar if m'™7 X has the same

variance and auto-correlation as X as m — oo.
Asymptotically second-order self-similar processes are also
called long range dependent (LRD) processes.

Gong, Liu, Misra, Towsley (2005) stresses that this is the
property that network traffic exhibits, and ‘‘self-similar’’ is
often used interchangeably with LRD processes which is
misleading.

An equivalent way to describe asymptotic second-order
self-similarity is in terms of it’s power spectral density v

1-2H
ex(f)~ k=0
These processes are also equivalently called 1/f processes.
Gong, Liu, Misra, Towsley (2005) further explains that the
Hurst parameter has been used as a parsimonious measure
to describe the correlation structure of analyzed data, which
is misleading since it must assume that the underlying
process is self-similar. Thompson, Miller and Wilder
(1997) has shown that internet traffic exhibits strong daily
and weekly patterns. Thus, internet traffic is not truly self-
similar or LRD, as for long enough timescales the LRD-like
behavior disappears.

Properties of Self-Similar Process

(Willinger, Taqqu, Leland and Wilson, 1995)

1. Long-range dependence and the Hurst-effect. Thus,
processes with long-range dependence are characterized
by an autocorrelation function that decays hyperbolically
as the lag increases.

2. Slowly decaying variances.



3. Parsimonious modeling.

There are a number of approaches for mathematical
modeling and analysis of self-similar processes. These
include fractional Brownian motion, wavelet transform
based models, physics based models and mathematical
framework of scale stationarity.

Exactly self-similar models such as fractional Gaussian
noise or asymptotically self-similar models such as
fractional ARIMA processes can be used to fit hour-long
traces of Ethernet traffic very well(Willinger et al 1995).
Their successful application to packet traffic modeling
relies on:

I.Having readily available statistical methods for real-time
parameter estimation for these processes.

II.Being able to generate quickly long traces of synthetic
observations from these processes.

III.Demonstrating network-related implications of self-

similarity which, when not accounted for, lead to mediocre
or unacceptable network performance.
[9] also reports a statistical analysis showing the burstiness
and self-similar nature of data. In their paper they have
shown that traffic due to World Wide Web transfers can be
self-similar when demand is high. They have traced the
genesis of Web traffic self-similarity along two threads:
first, they have shown that transmission times are heavy
tailed, primarily due to the very heavy-tailed distribution of
Web files. Second, they have shown that silent times are
heavy-tailed, primarily due to the influence of user *"think
time". In addition, they have shown the distribution of user
requests is lighter-tailed than the set of available files; but
that the action of caching serves to make the distribution of
actual files transferred similar to the more heavy-tailed
distribution of available files.

Long-Range Dependent Network Traffic

Let Xt be a stationary process with autocovariances
r(k)=cov(Xt , Xtt+k). Then Xt is said be long-range
dependent if, as Ikl — oo,

r(k) ~ L (kK™ H € (%1)

Where Li(k) is a slowly varying function as |kl — oo, that is
Li(ta)/Li(t) — 1 as t — oo for any a>0. This implies that the
correlations are not summable and the spectral density has a
pole at zero. Under suitable conditions on Lt(.), the spectral
density

1 oo
[(x) === D r(k)e™ ~ Ly(x)]x]
2w =,
as Ix|I — 0 for some L2(.) slowly varying at the origin. The
best models with above described properties are fractional
Gaussian noise and fractional ARIMA. [11]

1-2H

Among the numerous generic LRD models proposed in the
literature, Fractional Brownian Motion (FBM) received a
lot of attention, since its Gaussian nature helps in the study
of the queuing behavior. Fractional Brownian motion is an
example of a self-similar process.

The fractional Brownian motion is a stochastic process
V,,(t) in continuous time with the property that for any #,

2H
hs Var[VH (t,)—Vy (tl)]°°|t2 - t1|
where 0 <H < 1. Thus the increment process is normally

distributed with mean zero and variance ¢ . H is the self-
similarity parameter.

When H = 1/2, we get the standard Brownian motion: The
increment VV4(t 2) — V(¢ 1) has a variance proportional to
the time difference 2 — ¢/ . The fractional Brownian motion

V,,(t) is a non-stationary process, but its increments form

a stationary process. We see that the usual Central Limit
Theorem does not apply for the sample mean of increments

of V,,(¢) unless H = 1/2, in which case the increments are
a (continuous time) white noise process.
The "derivative" of V), (f) (which can be heuristically

defined, even though V(%) is not actually differentiable

anywhere), is called fractional Gaussian noise. The
fractional Gaussian noise is stationary, and is essentially a
continuous-time version of the Fractional ARIMA (0,d ,0).

The process V, (¢) is said to be statistically self-similar,

because if we change the time scale we find that, apart from
a multiplicative constant, the stochastic behavior remains
unchanged.

While this model have been successful in developing
insights to the source of self-similarity in network traffic, it
does not have predictive and recursive capability [12] and
the model presents a restrictive correlation structure, that
fails to capture the short-term correlation of real traffic and
its rich scaling behavior. [10]

Fractional Gaussian noise: Fractional Gaussian noise
(FGN) is the increment process of fBm.

The FGN processes represent the traditional LRD traffic
model. Due to the huge link capacity of high-speed
networks, many network applications are likely to be served
by one multiplexer. By applying the central limit theorem,
the aggregated process can be characterized as a Gaussian
process. By the nature of Gaussian processes, the FGN is an
exactly self-similar process. [13]

MWM (Multi-fractal Wavelet Model)

A relatively new approach to describing the dynamics of
network traffic is based on multi-fractals. The investigation
into the fractal nature of network traffic is based on using
wavelet based analysis. [13]

The primary goal of the MWM is to model a class of non-
negative discrete long-range dependent processes. The
flexibility and accuracy of the model and fitting procedure
results in a close fit to real data statistics. Multifractal
models is a improvement on FBM due to their rich scale-
invariance properties.

While the models mentioned so far give good
approximations of the LRD properties of Internet traffic,
they are difficult to manage, due to their analytical
complexity.



Wavelet decomposition has been widely used as a natural
approach to study scale invariance, but only recently they
were introduced in the field of data networks. There are
many examples of measurement-based traffic models,
which try to fit the LRD properties of real traffic.

These models are computationally very efficient, but they
are complex and difficult to tune, due to the lack of a
mapping between the traffic parameters and the model
coefficients.

FARIMA models are widely used in video trace modeling,
and can be used to generate LRD sequences. These models
are derived by filtering white Gaussian noise, and capture
both the short and the long period correlations of traffic.
However, the models are quite complex, and their structure
makes it very hard to understand the relationship among the
filter coefficients and the real traffic data. [10]

Markovian models for LRD traffic

[14] showed that the long-term correlation of traffic beyond
a certain threshold does not influence the performance of a
system, so that simple models where correlation is limited
can be successfully employed.

[15] propose the use of discrete time Markov chains
(DTMC) to modulate the packet arrival process. The key of
the modeling process is the use of nearly decomposable
chains, that have transients behaviors that are local to the
initial state and evolves with a slower time constant
between different groups of states, in other words a model
that has some implicit form of memory.

The model is proved to emulate well both the correlation
structure (Hurst parameter) and the queueing behavior of
measured data.

Unfortunately, the parameters in this model is not easily
related to traffic conditions. [10]

[4] present a model, that is Markovian in its components,
and yet exhibits LRD-like correlation and spectral behavior.
This follows after observed that there is little evidence that
the tail impacts the design of various algorithms and
infrastructure on the Internet. They hold that engineers
should focus on the behavior of a ‘“‘waist”’, that refers to the
portion for which there exist enough data to summarize the
distributional information, not its ‘‘tail’’. They further
argue that the generation mechanism of traffic is inherently
multiple timescale, and hence sustained correlations are
inevitable, coupled with the fact that TCP generates
sustained correlations on its own.

[10] proposed a simple Markov Modulated Poisson
Process(MMPP) Internet traffic model that is capable of
approximating well their traffic data characteristics.

The model is based on a layered structure of sessions that
generate flows that finally generate packets. The
characteristics of the synthetic traffic generated with the
model match the LRD characteristics observed in the
measured traces over the time scales of interest. One of the
interesting features of the MMPP model is that it requires
five parameters only. Three of these parameters can be

directly mapped onto average traffic parameters, such as the
average flow arrival rate, the average number of packets per
flow, and the average arrival rate of packets within flows.
The other two parameters define the notion of session, and
are used to control the Hurst parameter of the synthetic
traffic on the considered scaling range.

The key features of the proposed MMPP model are its
simplicity and its intuitive structure.

[16] compared the customized batch Markovian arrival
process (BMAP) with the MMPP and the Poisson process
by means of visual inspection of sample paths over four
different time scales, by presenting important statistical
properties, by formal analysis of traffic burstiness using R/S
statistics, and by queuing system analysis. The challenge
for employing BMAPs to model IP traffic constitutes the
proper parameter estimation for this arrival process from
the given trace data. [16] introduced an efficient and
numerical stable method for estimating the parameters of a
BMAP.

A timescale decomposition approach

[17] proposes a timescale decomposition approach to real
time traffic prediction. The raw traffic data is first
decomposed into multiple timescales using the ‘a trous
Haar wavelet transform. The wavelet coefficients and the
scaling coefficients at each scale are predicted
independently using the ARIMA model. The predicted
wavelet coefficients and scaling coefficient are then
combined to give the predicted traffic value.

This timescale decomposition approach can better capture
the correlation structure of the traffic caused by different
network mechanisms, which may not be obvious when
examining the raw data directly. The proposed prediction
algorithm is applied to real network traffic. It is shown that
the proposed algorithm outperforms traffic prediction
algorithms namely the fractional autoregressive integrated
moving average (FARIMA), the neural network approach
and method based on the a-stable model and gives more
accurate results.

Traffic prediction based on the FARIMA model relies on
the accurate estimation of the Hurst parameter. Despite a
number of estimators reported in the literature, the accurate
estimation of the Hurst parameter remains a difficult
problem even in off-line conditions. The presence of non-
stationarity and complex scaling behavior in network traffic
makes the situation even worse. Therefore, traffic
prediction based on the FARIMA model is not suitable for
real applications.

Traffic prediction using the neural network approach can be
quite complicated to implement. The accuracy and
applicability of the neural network approach to traffic
prediction is limited.

Finally, traffic prediction based on the a-stable model has
the same problem as traffic prediction based on the
FARIMA model, which relies on the accurate estimation of
the Hurst parameter. Moreover, the a-stable model is based
on a generalized central limit theorem and its application is
limited by that. It might achieve a good performance in



heavy traffic or when there is a high level of traffic
aggregations. However when conditions deviate from that,
the performance may be poor. Furthermore, the o-stable
model is a parsimonious model, which may not be able to
capture the complex scaling behavior of the traffic.

Wavelet transform has been widely used in traffic analysis
and modeling. In their paper, [17] use a special kind of
redundant wavelet transform, i.e. the "a—trous Haar wavelet
transform, which is particularly suited for traffic prediction,
and the ARIMA model for traffic prediction.

Kalman filtering and multivariate self-similarity
According to [12] in most of the studies on self-similarity,
the self-similarity parameter is considered as the major
characteristic of self-similarity, and its reliable estimation
from the network measurements is an important task for
both characterization and simulation of the traffic.

They proceed to define multivariate self-similarity as joint
self-similarity, in which the self-similarity is governed by a
matrix valued parameter H. This generalization could suit
the nature of Multi-Input Multi-Output (MIMO) systems,
since each channel is likely to be governed by a different
self-similarity parameter. The system and measurement
models for their, [12], proposed Kalman filter are defined
as x(t) = £ Ar*x(¢) + Bn(r) and y(r) = Cx(f) + Dv(?), ,
respectively. Here, the derivative operator tx(¢) indicates
that the memory of the process is stored in time scales,
unlike the memory stored in time shifts for stationary
processes.

[18] also studied the formulation and analysis of
multivariate self-similarity. He models self-similarity by
using the long range dependent ordinary stationary
processes and the correlation structure, but that does not
provide a state space representation which can further be
used in Kalman filtering formulation.

Heavy Tails

[9], [10] among others reported the observation of heavy
tails in their data. If the asymptotic shape of the distribution
is hyperbolic regardless of the behavior of the small values
of the variable, it is heavy-tailed. A random variable that
follows a heavy-tailed distribution can give rise to
extremely large values with non-negligible probability. [9]

This should cause great concern for network engineers and
could be planned for if the correct extreme value models are
used although [4] claim that the tail has little impact on
Internet performance.

In my opinion most of network problems experienced
specifically in South Africa could be solved by application
of extreme value theory. [19] also argued that a common
explanation for observed LRD and self-similarity of
network traffic, is heavy tailed transmission times and that
empirical and theoretical evidence supports this explanation
of self-similarity.

Classically these heavy tails has been modeled by the
Pareto distribution. Log-normal distributions have also

been suggested and contrary to previous convictions, these
are not contradictory to LRD in aggregated traffic [20].

Last mentioned authors discovered what they call
“wobbles” of a type not present in the tails of classical
Pareto and log-normal distributions. The wobbling effect is
due to a mixture of distributions which will be investigated
further through a simulation” study. These could be
contributed to variability in the tail, but with repeating the
analysis with different datasets, they conclude that the
wobbles are important underlying  distributional
phenomena. They proceed to find the parameters for these
mixed distributions. An interesting further study would be
to confirm these “wobbles” with more recent data on the
Internet and to check their parameter estimates.

Conclusion

In this article I have summarized progress made on the
modeling and characterizing of internet traffic. Main
developments included the repeated observation of self-
similarity, long-range dependence and heavy tails. Models
aimed at simulating these characteristics had to balance
accuracy and tractability. Most fail in this regard. I aimed
to stress the importance of considering extreme value
modeling or tail behavior of aggregate traffic in the
planning and expanding of networks. Interesting
development in this area involves the modeling of file flows
with mixed Pareto and log-normal models. 1 proposed
further investigation in the application of this promising
model.
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