
 

  
Abstract—The limitations of the Simple Network 

Management Protocol are driving research for emerging 
network management technologies which can cope with 
today’s fast growing networks. Considering that XML is 
a simple yet powerful technology for information 
representation and systems integration, and that Policy-
based Management is a mechanism which allows for the 
composition of a management system from building 
blocks that can be introduced, modified and withdrawn 
at any time, without interfering with device operation, 
we present an architecture that integrates the XML-
based Network Configuration protocol with Policy-
based Management principles. This results in a 
distributed system capable of autonomous operation 
guided by management policies. 
 

Index Terms—Netconf, Distributed Management, 
XML-based Management, Policy-based Management 
 

I. INTRODUCTION 
INCE its introduction more than a decade ago the 
Simple Network Management Protocol (SNMP) 

framework standardized by the Internet Engineers Task 
Force (IETF) has been the dominant technology in the area 
of management of IP networks. Within this protocol, 
physical resources are represented by managed objects 
residing in a virtual information store i.e., the Management 
Information Base (MIB), which conform to the Structure of 
Management Information (SMI). The management 
information model used by SNMP is limited and does not 
support the hierarchical information model that is often used 
in network management, and particularly in device 
configuration management [1]. The SNMP MIBs store 
management information using simple Object Identifiers 
(OIDs) which are redundant and verbose. SNMP is a 
domain-specific protocol which makes the development 
process of SNMP agents and related applications slow and 
expensive [2].  

The shortcomings of SNMP are driving research on the 
applicability of XML (the eXtensible Markup Language) [3] 
in network management. In this context IETF has charted 
the Network Configuration (Netconf) Working Group (WG) 
[4] with the aim of providing a network configuration 
protocol for network devices using XML technologies. 
Netconf [5] enables devices to communicate with each other 
using Remote Procedure Calls (RPCs) encoded in XML. 

 
 

Management data are organized in XML documents which 
support hierarchical information models. Although the 
protocol was envisaged mainly for the purpose of 
configuration management it can also be used in other areas 
of network management [6]. 

Another technology that has gained popularity with the 
internet management community is Policy-Based Network 
Management (PBNM). The IETF has defined a standard 
framework for PBNM [7], setting management interfaces 
for creating policies, repositories for storing policies, policy 
decision points for evaluating policies and policy 
enforcement points where policies are enforced [8]. 

In this paper we present an architecture for distributed 
policy-based network management based on the IETF 
Netconf protocol. The architecture uses the Netconf 
protocol for communication between devices and leverages 
some principles from the IETF PBNM and Distributed 
Management (Disman) frameworks [9]. We introduce a 
Distributed Manager (DM) between the management station 
(manager) and managed devices (agents). DMs are 
distributed along the management system, therefore 
decentralizing the management operations. These entities 
are capable of operating autonomously according to 
management policies uploaded by the manager. 

The remainder of this paper is organized as follows: 
Section II presents an overview of the PBNM and 
Distributed Management architectures developed by the 
IETF. Section III describes of the Netconf protocol, which 
forms the basis of the work presented in this paper. Section 
IV gives further motivation for the work. Section V 
describes the proposed architecture and its implementation 
details. Finally, conclusions are given in Section VI. 
 

II. RELATED WORK 

A. Policy-based Management within the IETF 
Extensive research has been done in the area of Policy-

based Management. The groundwork regarding policy-
based management for distributed systems resulted from 
research done at the Imperial College [10], [11]. In that 
work management policies where divided into two groups: 
authorization and obligation policies. Policies where viewed 
as objects that define relationships between subjects 
(managers) and targets (managed objects). Groups of 
objects to which the same policies applied where classified 
as Domains. One of the outcomes of this research was a 
language for specifying management and security policies 
for distributed systems (Ponder) [12]. 
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The work presented in this paper is based on the IETF 
network policy specifications which were widely embraced 
both by industry and academia. 

1) IETF Policy Framework 
The IETF initially proposed the mechanism of policy-

based management as a framework for providing policy-
based admission control decisions in the context of the 
Integrated Services (InterServ) model [7]. The same 
principles were applied to Differentiated Services (DiffServ) 
as well as IPsec environments. However, it was soon 
realized that those approaches could also be applied in other 
areas of network management [8]. In general PBNM allows 
for automated configuration of network devices through the 
use of policies, which are often expressed as condition-
action rules. 
 The IETF policy framework depicted in Fig. 1 includes 
four functional blocks: Policy Management Application, 
Policy Repository, Policy Decision Point (PDP), and Policy 
Enforcement Point (PEP). The policy management 
application provides an interface to create, edit, deploy, and 
store policies in a repository. It also monitors the status of 
the PBNM environment. The policy repository is used as 
storage for policies. Stored policies can be retrieved by 
policy decision points by means of a repository access 
protocol. IETF recommends the Lightweight Directory 
Access Protocol (LDAP) for repository access even though 
other mechanisms such as HTTP, SNMP or SSH are 
possible. 

 

 
The policy decision point retrieves policies, interprets 

them, detects policy conflicts, receives policy requests from 
policy enforcement points and returns policy decisions to 
them. In general policies are expressed as condition-action 
rules. If a condition evaluate to TRUE, an action is 
triggered, which often entails (re)configuring target 
elements. Policy decisions are triggered by special events, 
polling or explicit requests. 

Policy enforcement points are responsible for enforcing 
policy decisions made by a given PDP. The PEP hosts the 
target elements to which actions are applied. The PEP may 
also request policy decisions from the PDP. According to 
the IETF framework one PDP is responsible for multiple 
PEPs although they may also be combined and co-located. 
This framework defines the Common Open Policy Service 
(COPS) as the protocol for policy exchange between the 
PDP and PEP. Nonetheless other protocols such as HTTP, 
FTP or SNMP may also be used. The framework does not 
suggest any specify protocol for communication between 
the management application and the PDP. Policies are 
defined by the Policy Core Information Model (PCIM) [13].  

PCIM may be used when entering policies, when storing 
them in repositories, and when evaluating them at PDPs. 
PCIM is sufficiently generic so that it can be used in various 
contexts. 

PBNM allows for device configuration to be done either 
by outsourcing or provisioning. In the outsourcing model, 
PEPs request policy decisions from PDPs according to 
certain events. In the provisioning model the PDPs initiate 
communication and send policies that PEPs should enforce. 

2) Configuration Management with SNMP 
Within the IETF the Configuration Management with 

SNMP (SNMPconf) WG [14] recognized the positive 
impact policy-based management principles can have on the 
ever expanding networks. Within this context it defined a 
set of management objects for the Simple Network 
Management Protocol that are used to distribute policies in a 
common form throughout the network. The outcome of this 
work was an integrated management architecture capable of 
coping not only with the traditional network monitoring 
already handled by SNMP, but also with the always difficult 
problem of network configuration. 

B. IETF Distributed Management 
The increasing complexity of networks has motivated the 

evolution of management paradigms from the traditional 
centralized to distributed paradigms. The IETF Distributed 
Management (Disman) WG [9] defines an architecture for 
distributed management applications based on SNMP. Fig. 2 
depicts this architecture. The architecture uses distributed 
managers (DM) capable of acting in a manager role to 
perform management functions and in an agent role where 
they are remotely controlled and observed. Some of the 
modules defined by Disman are: Script MIB, Expression 
MIB, Schedule MIB, and Event MIB. 

The Event MIB provides the ability to monitor objects 
locally or remotely, taking an action when a certain trigger 
condition occurs. This is a very basic form of network 
management based on simple policies. The Expression MIB 
is used to define complex expressions based on local 
objects. This MIB is complemented nicely by the Event 
MIB. The Schedule MIB can be used in conjunction with 
the Script MIB to trigger the local execution of management 
scripts. Refer to [9] for a more detailed explanation of these 
modules and other modules defined by the Disman WG. 
 

III. NETCONF OVERVIEW 
The Network Configuration (Netconf) WG [4] was 

formed in 2003 with the aim of developing a protocol 
suitable for configuration management. The WG defined a 
configuration protocol, its transport mappings and event 
notifications. 
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Fig. 1. Architecture of the IETF policy framework. 
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Fig. 2. IETF Distributed Management architecture. 



 

Netconf [5] uses an RPC mechanism to expose a formal 
Application Programming Interface (API). Managers and 
agents communicate with each other by sending and 
receiving RPCs encoded in XML. The characteristics of the 
protocol are as follows: 
• A Netconf session is the logical connection between a 

network administrator or network configuration 
application and a network device. A device must support 
at least one Netconf session. 

• Management information is separated into two classes, 
namely configuration data and state data. Configuration 
data are writable while state data are read-only and 
represents network device statistics. 

• Netconf is a connection-oriented protocol which requires 
a persistent connection between the manager and the 
agent although it is not bound to any particular transport 
protocol. 

• Its connections must provide authentication, data 
integrity, and privacy.  Netconf depends on the transport 
protocol for this capability. 

As illustrated in Fig. 3, Netconf can be conceptually 
separated into 4 layers: content layer, operations layer, RPC 
layer and transport layer. The transport protocol layer 
provides a communication path between the client and 
server. It must be connection oriented requiring a long-lived 
and persistent connection between the manager and the 
agent. Netconf is defined to be transport independent, 
allowing mappings to be defined for multiple transport 
protocols as long as they comply with the transport 
requirements of the protocol. The WG has selected SSH as 
the mandatory transport protocol because it is widely 
deployed and provides security and confidentiality [6]. 
However, SOAP over HTTP and BEEP may also be used as 
transport protocols (Fig. 3(b)). 

 

 
The RPC layer provides a simple, transport-independent 

framing mechanism for encoding RPCs. XML messages are 
defined by using RPC elements <rpc> and <rpc-reply>. 
Netconf peers use these elements to frame requests and 
responses in the following manner: 
• <rpc>: is used to enclose requests sent from the manager 

to the agent. 
• <rpc-reply>: is used by the agent to enclose a reply to 

the manager. In case the operation is successful the <ok> 
element is sent to the manager in the <rpc-reply>. 
Otherwise the agent sends a <rpc-error> element with 
the details of the error(s). 

The operations layer defines a small set of base 
operations invoked as RPC methods with XML-encoded 
parameters. These operations provide the ability to write, 
retrieve, copy, edit and delete management information in 
the agent. Netconf operations are executed against 

configuration datastores, which are complete sets of 
configuration data. An active configuration running in an 
agent is defined in the <running> datastore. Other datastores 
allowed are <startup> and <candidate>. The following base 
operations are defined by the protocol (Refer to [5] for 
details regarding other operations.): 
• <get>: retrieves device configuration and state 

management information. 
• <get-config>: retrieves device configuration information 

only. 
• <edit-config>: changes configuration information by 

applying one of four operations to the target 
management document. It has an operation attribute that 
is embedded in an XML element that marks the point of 
the XML document affected by the operation. 
Operations allowed are: merge, replace, create and 
delete. 

• <copy-config>: merge or replace an entire configuration 
datastore with new contents. 

• <delete-config>: deletes a configuration datastore. 
• <lock> and <unlock>: allows the manager to lock the 

configuration system in the client, and releases a 
configuration lock previously obtained with a <lock> 
operation, respectively. 

Netconf provides a mechanism to filter management 
information accessed by its base operations. Filters can 
either be XML subtree filters or xpath expression filters [5]. 

The content layer presents configuration data and is 
outside of the scope of the protocol. It depends on a 
particular Netconf implementation although in future it is 
expected that a separate effort to specify a standard data 
definition language and standard content will be undertaken. 

One of the strengths of Netconf is that its base 
functionality can be easily extended by adding capabilities 
that augment the protocol’s base operations; they describe 
both additional operations and the content allowed inside 
operations. Netconf managers can discover additional 
capabilities supported by agents and use any operations, 
parameters, and content defined by those operations. 
Additional capabilities (standardized or proprietary) can be 
defined at any time in external documents, allowing the set 
of capabilities to expand over time. 

The Netconf Event Notification protocol [15], which is 
still a work in progress, defines a mechanism whereby the 
manager application indicates interest in receiving event 
notifications from a Netconf agent by creating a 
subscription to receive event notifications.  If the operation 
is successful the agent begins sending event notifications to 
the management application as events occur within the 
system. 
 

IV. MOTIVATIONS FOR THIS WORK 
The SNMP framework was designed in an era where 

network bandwidth and machine processing power was 
scarce. This protocol was designed to be very simple and 
efficient. Today’s networks are growing at a very fast pace. 
They are characterized by high speed links and fast 
processors. New protocols are needed to cope with the 
management requirements of these networks, and Netconf is 
one of them. 
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Fig. 3. Netconf Protocol Layers. 



 

One of the strengths of Netconf is that it is based on 
XML. Some arguments for using XML in network 
management are: 
• It is a well established technology used by a large 

community of professionals, and a large number of 
software tools available, making the development of 
management applications more efficient. 

• XML-based technologies are easily integrated with other 
applications. 

• It provides powerful modeling features for structured 
management information. 

• XML related technologies such as XML Schema [16], 
Document Object Model (DOM) [17] and XML Path 
language (Xpath) [18] provide a rich set of APIs for 
XML document access and manipulation. 

• XML-based representations are both human and machine 
readable. 

One other reason that makes Netconf an attractive 
technology for network management in general is that it 
provides an extensible API. Its base operations can be easily 
extended by adding capabilities and supporting operations. 

However Netconf is not the panacea of network 
management. It was mainly designed with configuration 
management in mind, following a centralized management 
approach. In general configuration management operations 
are not executed regularly [19]. Therefore the centralized 
approach is often acceptable in small to medium sized 
networks. On the other hand in networks with Quality of 
Service (QoS) requirements configuration actions are 
required more often. Also when management of very large 
networks is concerned, autonomous and distributed 
management approaches are more favorable. In light of this 
argument the present work aims at creating a policy-based 
distributed and autonomous network management system 
capable of coping with today’s growing networks. We use 
policies because they allow for the composition of a system 
from building blocks which can be introduced, modified and 
withdrawn at any time, without having rigorously tested the 
resulting system in every modification [20], thus resulting in 
a highly programmable system. Policies also provide a 
means of integrating network configuration management, 
fault and performance monitoring, and Quality of Service 
management (in domain specific scenarios such as 
DiffServ). 
 

V. THE PROPOSED ARCHITECTURE 

A. General Overview 
In order to achieve the stipulated goals, we designed an 

architecture for distributed management leveraging some of 
the principles described in Section II. 

Fig. 4(a) depicts this architecture, where the principal 
element of the design is the Distributed Manager (DM) 
introduced between the management application and 
managed devices. Managed devices are assumed to be 
running Netconf agents. One DM is capable of taking over 
management operations for its network domain according to 
predefined policies that are uploaded by the management 
application. This localizes the associated management 
traffic. This type of setup is mainly suited for applications 
that require minimal user interaction, would potentially 

consume a significant amount of network resources due to 
frequent polling or large data retrieval, or require close 
association with the device(s) being managed [21]. DMs are 
autonomous entities which are capable of operating in “off-
line” mode, therefore minimizing the use of slow and 
expensive WAN links. 

While Fig. 4(a) illustrates the general management 
scenario, Fig 4(b) shows that it is also possible to 
incorporate some of the DM functionality in the managed 
devices. The second setup is more favorable in situations 
where management operations are tailored for specific 
network management domains (e.g. DiffServ). This 
situation presents similarities to the policy framework 
defined by the IETF. In this case a DM would correspond to 
a PDP, whereas Netconf agents complemented with DM 
functionality would correspond to PEPs. In 4(a) and 4(b) 
network elements communicate with each other using 
Netconf RPCs over SSH. 

The Policy Repository is a native XML database, 
represented as a collection of XML documents. Because the 
Netconf manager is also XML-based, integration with the 
database is seamless. The manager uses standard XML APIs 
to access the database in order to list, insert, update, or 
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Fig. 4. The proposed architecture. The general management 
scenario is depicted in (a), where one DM is in charge of 
managing multiple Netconf agents. In (b), DMs are co-located 
with Netconf agents (suitable for specific management domains). 
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Fig. 5. Architecture of a Distributed Manager. 



 

delete management policies using a Graphical User 
Interface (GUI). The manager can re-use policies stored in 
the database or create new policies based on existing ones. 

Fig. 5 illustrates the general architecture of a DM. The 
Sub-Agent (SA) deals with the agent side of the DM. It is 
responsible for handling RPCs sent by the management 
application and sending notifications back to the manager. 
The XML Repository is used to store configuration 
information, management policies, XML Schemas, 
notifications, and network topology information. The 
Scheduler is responsible for maintaining a schedule of 
events that trigger policy enforcement. The Policy Engine is 
in charge of controlling the application of policies stored in 
the repository. The policy engine is triggered by events 
controlled by the scheduler. The Sub-Manager sends RPCs 
to the various agents and processes their replies. Agent 
replies can either be stored in the repository or temporarily 
in a cache in order to be easily accessible. The Notification 
Handler stores and forwards notifications sent by agents to 
the manager. It is also responsible for passing notifications 
defined in the DM to the Sub-Agent, which will forward 
them to the manager. The Sub-Manager makes use of 
threads for concurrent execution. All the modules make use 
of the DOM interface in order to access the XML 
repository, manipulate XML documents, or validate them 
against schemas. DOM reconstructs XML trees in memory 
and provides an interface to delete, add, or manipulate XML 
document subtrees. 

B. Implementation Details 
XML Schemas are used to define the structure of 

management information. The management information in 
the DM is divided into four main elements: Policy, 
Schedule, Target, and Notification. Fig. 6 illustrates a 
portion of a Schema definition corresponding to the Policy 
element1. The Role attribute depicted in Fig. 6 is central to 
the design of the PBNM system. One role can be associated 
with one or more Rules. Each agent is assigned one or more 
roles. Therefore the applicability of policies to agents is 
specified by assigning a role to it. The use of roles facilitates 
the selection of one or more policies from a larger set of 
available policies. Roles can also be used to provide access 
control to the system. 

From Fig. 6 a policy is defined by a condition-action pair 
that forms a rule. When a condition evaluates to TRUE an 
action is executed against target agents. An action may 

 
1 Dashed boxes correspond to elements (complexTypes) which 

have zero minimum occurrences. Multiple boxes correspond to 
elements (complexTypes) that have unbounded maximum 
occurences (theorethically). 

entail sending Netconf RPCs to agents, sending notifications 
to the manager station, or both. 

Conditions may be evaluated by using predefined Xpath 
expressions stored in the repository. Xpath is an XML 
language used to navigate, select, or extract information 
from XML documents. Xpath may also be used to evaluate 
arithmetic, logical, and comparison expressions. This 
functionality can be useful in cases where complex formulas 
or expressions relating different elements have to be 
evaluated (e.g., formulas to evaluate device link utilization 
[19]). Because the base Netconf xpath filter only returns 
document subtrees [5], the implementation has to evaluate 
expressions locally. At times unconditional execution of 
actions is required; the DM also supports this mode of 
operation. This is very useful in cases where the manager 
wants to send the same RPC to a number of devices. 

The Schedule element contains a list of scheduled events, 
both active and inactive. A scheduled event may be 
activated by activating a role associated with it. When an 
event is activated it triggers the enforcement of policies 
linked to this event by the same role. Scheduled events can 
be periodic, calendar, or one-shot [22]. For the sake of 
simplicity the DM only supports triggering of policy 
enforcement by events which are time-based (i.e., raised by 
a timer). However it is also useful to trigger policies by 
means of other kinds of events, such as monitoring events. 

The target element contains a list of all the devices being 
managed, their network addresses, security related 
information, and the roles associated with each agent. When 
a certain policy is activated, its corresponding role will 
define the agents to which the policy is executed. 

Fig. 7 provides a simple example for a scenario where the 
manager application activates a role named 
utilizationThresholds. This role corresponds to policies 
defined to monitor interface link utilization in target agents 
(i.e., agents labeled with the same role), and send 
notifications to the manager in case thresholds are crossed. 

The Notification element is used to store notifications 
sent by agents. In order to manage bandwidth the manager 
has the option of instructing the DM to only forward 
notifications having high priority; notifications with a low 
priority may be stored in the repository for later access. 

All the mentioned management information is stored in 
the repository. This information can be accessed and 
modified by the manager using base Netconf operations 
described in Section II.A. 
 

VI. CONCLUSIONS 
In this paper we introduced an architecture for distributed 

network management based on the IETF Netconf protocol. 
The system makes use of policies for defining management 

 
Fig. 6. Policy information model1 
 

<rpc message-id="1">
   <policy>
      <activate>
         <roles>
            <role>utilizationThresholds</role>
         </roles>
      </activate>
   </policy>
</rpc>  

 

Fig. 7. XML RPC used to activate a role “utilizationThresholds”. 



 

operations. Policies allow for the composition of a 
management system from building blocks which can be 
introduced, modified and withdrawn at any time, without 
interfering with device operation. The architecture 
introduces a Distributed Manager which is responsible for 
managing multiple network devices. DMs may also be 
combined and co-located with managed devices in domain 
specific management scenarios (e.g. DiffServ). 

By using Netconf the system inherits all the advantages of 
XML-based applications such as short development cycles, 
easy integration with other applications, powerful modeling 
features for management information using XML Schemas, 
rich set of APIs for application development, and 
interoperability between heterogeneous systems. The 
Netconf-based system can be extended by adding 
capabilities to the Netconf protocol and by uploading new 
policies to Distributed Managers. 

The combination of Netconf and Policy-based 
Management results in a very simple and efficient way of 
deploying, accessing, modifying, and controlling 
management policies for large scale networks. The resulting 
system is capable of operating autonomously based on 
management policies defined by the network manager. 

The components described in Section V. A. are being 
developed as a proof-of-concept prototype that will be used 
to demonstrate and test the proposed architecture.  
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