Enhancing Telecommunications Business Operations
by Implementing Operational Risk Management in
Service Level Management Operations
M.P.F. dos Santos

W.A. Clarke

A.L. Nel

University of Johannesburg
Faculty of Engineering
South Africa
Email: marcods@uj.ac.za

University of Johannesburg
Faculty of Engineering
South Africa
Email: willemc@uj.ac.za

University of Johannesburg
Faculty of Engineering
South Africa
Email: andren@uj.ac.za

Abstract— The need for integrating operational risk management into service level management for telecommunication
service providers is discussed, where business operations such as
described by TeleManagement Forum’s eTOM [1] are predominantly governed by a service level agreement. Operational risks
that could affect the organization and its ability to comply with
service level agreement requirements can then be determined and
appropriately managed. Further, service level agreement management and compliance in terms of customer quality of service
definitions and metrics can be better defined and monitored,
and business operations more effectively aligned to the delivery
of customer required services. These needs and benefits also tie
in with the fact that enterprise risk management has become
mandatory since the introduction of regulatory requirements
such as the Sarbanes-Oxley act and Basel II.

I. I NTRODUCTION AND BACKGROUND
In order for service providers (SPs) to survive and differentiate themselves in the competitive telecommunications
market delivering products such as cellular communications
and internet protocol (IP) services such as voice (VoIP), they
need to develop and implement the most efficient and effective
business management processes.
Since providing telecommunication services to Customers
is the underlying function of a SP, it is evident that effective
Service Level Management (SLM) will provide a SP with a
competitive edge over other SPs. However, before effective
SLM can be implemented, service level agreements (SLAs)
defining the quality of service (QoS) (typically: availability,
reliability and quality) of the services to be provided to the
Customer must first be defined, documented and agreed upon.
One of the most influential contributors to the management
and operations of telecommunications organizations is the
TeleManagement Forum (TMF). Their NGOSS initiative [2]
consisting of components such as the eTOM business process
framework [3], and publications such as their SLA handbook
[4], aim to assist SPs in developing effective business operations and providing, monitoring and ensuring QoS.
Although the TMF has contributed greatly to the management and functioning of telecommunication SPs, the authors
feel that an aspect of management that has not been sufficiently

emphasized by the TMF, and has been shown to enhance
business operations, is Enterprise Risk Management (ERM).
Organizations not presently complying with risk management rules underperform compared to other corporates when
measured in terms of shareholder return on investment [5].
Furthermore, the focus on ERM has been on the increase since
regulatory requirements such as Sarbanes-Oxley [6] have made
risk management mandatory for publicly traded companies.
Organizations have been aware of operational risks for many
years, but it is only after the occurrence of extensive losses
due to operational failures that the need for operational risk
management (ORM) has been highlighted.
The authors therefore propose incorporating and integrating
ORM into the eTOM framework. This will enable operational
risks that could affect the operations and processes involved
with the Customer-SP interface to be identified, analyzed and
managed.
II. S ERVICE L EVEL M ANAGEMENT
According to ITIL [8], SLM is the “the name given to
the processes of planning, co-ordinating, drafting, agreeing,
monitoring and reporting on SLAs, and the on-going review
of service achievements to ensure that the required and costjustifiable service quality is maintained and gradually improved”. SLM is thus the integrated function that allows an SP
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SLM Functions [7]

to align its business operations and procedures to the effective
production and delivery of contracted services to a Customer.
SLM encompasses many operations such as billing, customer
relationship management, marketing, allocation of roles and
responsibilities, QoS monitoring and verification, work-flow
and process descriptions, SLA management, and reporting to
stakeholders. Figure 1 shows an overview of SLM within the
SP. Also, see [9] which highlights the eTOM processes that
SLM includes.
The SLA life cycle [4] is the core component in SLM. The
various phases are:
The Product/Service Development Phase of the SLA life
cycle covers aspects such as the identification of Customer
needs, the identification of product characteristics, the identification of network capabilities and the preparation of SLA
templates.
Selecting SLA parameter values for service instances, evaluating cost to Customer, evaluating cost (penalties) to the SP
and reporting requirements are performed by the Negotiation
and Sales Phase.
The Implementation Phase covers provisioning for services,
service configuration and service instance activation.
Service execution and monitoring, real-time reporting, service quality validation and real-time SLA violation processing
is performed in the Execution Phase.
The Assessment Phase has two parts, namely, customer
assessment and internal business review.
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Key Indicator Hierarchy [4]

Factors Contributing to QoS [4]

III. SLA S
A SLA is a formal, negotiated agreement between the SP
and a Customer. It is designed to create a common understanding about services, priorities, and responsibilities, and can be
considered as the contractual component of QoS. SLAs can
cover many aspects of the relationship between the Customer
and the SP, such as performance of services, Customer care,
billing, provisioning, corrective actions, penalty clauses, etc.
Performance reporting uses the SLA as a reference and manages expectations for all elements of the service that it defines.
SLAs assist the SP in forcing operational change, improving
internal measurements and reporting, assessing trends, and
improving Customer relationships.
SLAs generally perform the following roles [10]: Defining
roles and accountability; Managing expectations; Controlling
implementation and execution; Providing verification; Enabling communications; Assessing return on investment.
For the SP, the contractually agreed SLA definitions must be
transformed into operations and processes in order to provide
services to the Customer. For the Customer, the SLA describes
what services they are contractually entitled to, the QoS that
they have a right to, and the process for recourse should these
obligations not be fulfilled by the SP.
The SP therefore derives its business operations from the
SLA definitions and compares the QoS performance levels to
those stipulated in the SLA, and the SP’s objective is to ensure
that the SLAs requirements are met and adhered to.

IV. Q O S
The overall QoS measure is derived from key performance
indicators (KPIs) and key quality indicators (KQIs) as shown
in Figure 2 and provides an indication as to how close the
delivered service is to the service agreed upon in the SLA.
The three main sources of QoS related performance data
are from network measurements, Customer interviews and
Customer complaints. The Customer perception of service
performance is based on both the provisioning and the operation of the service. In order to cover all aspects of service
performance, measurements should be conducted at, or as near
as possible to the service access points on the network nodes
where the Customers receives their service.
Figure 3 shows how numerous factors contribute to the
overall quality of an offered service that the Customer receives.
Each of the criteria associated with a given service should be
individually monitored and managed to provide the complete
QoS of the SLA.
Most of the commonly used performance parameters focus
on network and network element performance parameters,
while the Customer is in fact concerned with assessing service
performance levels that they are receiving and experiencing.
Therefore, network-related performance measures should be
mapped into service level metrics that are relevant to the
service being provided, and combined with feedback from cus-

tomer relationship management, to best reflect the Customer’s
service expectations, needs and experience.
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V. SLA S AND Q O S D RIVERS
For a SP to survive in the current telecommunications
market environment, it is vital for the SP to distinguish itself
from its competitors. To this end, effective service delivery is
the key [4] [10]. New SPs entering the telecommunications
market can use attractive SLAs to provide a means of acquiring Customers. In response, existing SPs must offer better
SLAs to retain Customers. Emerging technologies are rapidly
being deployed and applied to new telecommunications based
applications and services, e.g. VoIP and mobile television. The
result is that with a proliferation of these new services, there
will be an increased reliance on QoS measures defined by
SLAs to assure that SPs and Customers both prosper.
When multiple SPs are involved in providing a service to
an end Customer, the end-to-end service delivery becomes
more complex. SLAs need to be managed in such a way
that the end Customer can be given the required level of
service by their SP. Consequently, all SPs supporting a service
require a common understanding of the service performance
requirements, their respective roles and responsibilities, and
must follow a consistent approach to SLA management in
order to support the commitments to each other and the end
Customer.
For the Customer, SLAs are about guaranteeing delivery.
The Customer uses SLAs primarily as a means to ensure
the availability of their service. This is especially true for
Customers whose own business success is directly dependent on telecommunications services. Once the fundamental
availability and delivery of this service has been established,
Customer perception regarding the SP’s reputation, Customer
care and interaction become an important aspect of how the
QoS is experienced. Understanding the need hierarchy [10] of
the Customer is therefore important for SPs to understand as
part of an holistic view of the Customer perceived QoS.
Customers now demand SLAs that are very performance
specific, provide clear reporting on service quality, and have
money back guarantees or expensive penalties for non performance by the SP. Both Customers and SPs are becoming
less interested in the technology being used and are more
concerned about the impact of non-availability of services.
As the integration of services into business processes are
increasing, Customers are beginning to demand that SLAs
include the impact on the Customer’s business due to QoS
failures.
VI. O PERATIONAL R ISKS AND THE M ANAGEMENT
T HEREOF
An organization faces risks in all of its activities and
only by identifying, understanding, and assessing these risks,
can they be effectively managed. Risk management allows
an organization to address the opportunities or threats that
might occur. Risks are typically grouped into four separate
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Risk Management Process [11]

but overlapping categories, namely, Project risks, Operational
risks, Financial risks and Strategic risks [11].
For effective enterprise risk management (ERM), risks need
to be identified and then measured by establishing and monitoring relevant key risk indicators (KRIs) and KPIs. ERM
thus requires a framework that blankets the whole organization
rather than creating typical “silo” structures where risks would
be independently managed and departments compete rather
than collaborate. To this end, best practice frameworks have
been established such as COSO [12], which cover the fundamental risk management aspects, namely, risk identification,
risk assessment, risk control, monitoring, and risk mitigation.
Figure 4 shows a typical risk management process.
ERM and specifically operational risk management (ORM)
has become an integral part of an organization’s management
process due to corporate governance requirements such as the
Sarbanes-Oxley Act of 2002 (SOX) [6] for publicly traded
companies, and Basel II [13] for financial institutions. Organizations have been aware of operational risks for many years,
but it is only after the occurrence of extensive losses due to
operational failures such as Barings Bank [14], the Australian
National Treasury [15] and the operational failure of certain
organizations after the terrorist attacks on 9-11 [16], that the
need for ORM has been highlighted. In [5], there is a clear
demonstration that failure to report on Section 404 of SoX
specifically leads to higher cost of equity for the organization.
It is thus clear that the market is presently geared to revising
the public risk rating of a corporate, based on its statements
regarding internal ORM and its state of implementation.
Operational risk can be defined as the exposure of an
organization to potential losses from operational failure due to
internal or external factors [17], for e.g., hardware breakdown,
software bugs, errors in human judgment, deliberate fraud, and
terrorist attacks. Operational risks can be categorized into the
following exposure groups: People, Processes, Systems and
External Factors. Unlike credit, market and project risks which
are generally localized within a particular business function
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[17], operational risks can occur throughout the organization.
Further, due to their nature, operational risks are difficult to
quantify and analyze which has resulted in not nearly as much
research being performed.
For effective ERM, it is therefore important to understand
the nature of operational risks and their implications on the
organization and include ORM as part of a holistic ERM
process. The drivers for ORM are shown in Figure 5.
The eTOM includes ERM functions as shown in Figure
6, and is described as the process grouping that focuses “on
assuring that risks and threats to the enterprise value and
/ or reputation are identified, and appropriate controls are
in place to minimize or eliminate the identified risks” [18].
Conspicuously absent however, is any reference to Operational
Risks and the management thereof.
VII. E NHANCEMENT OF B USINESS O PERATIONS AND
SLA S USING ORM
As discussed previously, the purpose and objectives of a
telecommunications SP is to deliver services to their Customers. Ideally, the SP should manage their business operations so that they are optimally aligned to producing and
delivering these services in order to maximize return to
shareholders. The service provided to the Customer is typically
formalized with an SLA from which the SP’s business operations are defined. The QoS provided by the SP to the Customer
is measured and compared to the negotiated values agreed

•

•

eTOM Enterprise Risk Management [9]

Overview of SP’s SLM business implementation

upon and stipulated in the SLA. Any deviations between the
Customer requirements (and expectations) and the measured
QoS is minimized by realigning the business processes appropriately. This feedback, is what allows management to
determine the effectiveness of its business operations and
its ability to comply with the SLA. Figure 7 shows these
conceptual ideas graphically.
External and internal events introduce unknown factors into
the SP’s business environment and operations. These factors
or risks either directly or indirectly affect the Customer-SP
interface which influences the services expected and received
by the Customer, and the business processes used to produce
these services. ORM is therefore required by the SP to manage
the risks that could affect its ability to produce these services
and the QoS experienced by the Customer.
Figure 8 shows conceptually how ERM and ORM would
interact with the SLM processes discussed in [4].
The eTOM business process framework differentiates Strategy and Life-cycle processes from the Operations processes
into two large process areas. From an operational risk point
of view, this allows the internal and external operational risks
to be easily differentiated as shown in Figure 9. The external
operational risks can be further divided into operational risks
occurring within the SP, and operational risks that occur
externally to the SP’s organization.
If we consider the Customer-SP interface, some key risk
group areas that can affect operations are highlighted:
•
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Customer needs - Customers have a hierarchy of needs
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experience and happiness with received service.
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Business Processes and Operations - Hardware, software
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•

•

Integrated ORM into SLM

Services - Demand and expectations from Customers;
Availability; Technology; Measurement of services; Interpretation of QoS.
External SP Risks - Resources such as electricity; Governance issues; Weather; Service requirement changes e.g.
Sporting events, holidays; Terrorist attacks; Fraud and
security issues.

Further investigation into these risk groups will highlight
specific operational risks, depending on the services being
delivered, and the circumstances under which these services
are being produced. Once all of the possible risks that can
influence the Customer-SP interface have been identified, each

of these risks can be assessed in terms of their impact and
probability of occurrence on the SP’s operations. With this
information, decisions can be made as to how each of these
risks are responded to and controlled. Responses and controls
relates to whether management chooses to accept, mitigate,
transfer, or not accept the risk, and how each of these are
performed.
The authors therefore propose using ORM as part of an
integrated SLM feedback process as shown in Figure 10 which
shows the complete overview of the business with respect to
its objectives, and how the underlying ORM enhances the SPs
ability to achieve them. By including ORM, the SP is in a
better position to understand the operational risks that can
affect it, their influences and impact, and how these risks can
be dealt with. The SP is also now better able to design and
implement Customer SLAs since relevant KPIs and KRIs used
to determine Customer experienced QoS can be identified by
the ORM, which would be included as metrics in the SLA.
The Strategy, Infrastructure and Product processes can also
be improved using feedback from the risk management in
Operations which would highlight aspects such as operational
limitations, Customer feedback etc.
VIII. C ONCLUSION

Fig. 9.
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ERM and ORM have become mandatory from a corporate
governance viewpoint, and it has been shown that ERM and
ORM can greatly improve a SPs performance and ultimately,
benefit its stakeholders. ORM clearly defines the limits (risk
appetite) within which the SPs processes and operations can
function in order to produce and deliver services that are
acceptable to both the SP and Customer.

Customer
Experience
External World
(Risks)

Customer
Expectations
& Needs

KRI

EXTERNAL
WORLD
INTERNAL
“WORLD”

customer
education

KRI

Marketing
& Sales

Services to
Customer

SLA
Management

Business
Processes &
Operations
Service &
Quality
Management

KPI

Internal
Risks

KQI

KRI

SLM
KRI

ORM
Controls & feedback

KRI
KPI

Fig. 10.

Proposed Business Model Using ORM

To this end, we have proposed enhancing the eTOM model
by integrating ORM and SLM, in order to analyze and manage
the internal and external operational risks that might affect the
SP-Customer interface and the ability of the SP to provide
services. In this way, a SP will be able to more efficiently and
effectively align all of its business processes and operations to
its goals and objectives with improved internal SLAs, better
defined roles and responsibilities, more accurate marketing
facts, and Customer education. The design and implementation
of SLAs will also be enhanced by ORM, since relevant KPI
and KRI metrics can be identified and used that will benefit
both the SP and the Customer.
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