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Abstract - Anomaly detection in telecommunications callmassive amounts of call data in telecommunications
data tries to discover deviant behaviour of indmdd environments. Common inconsistencies in call dae a
subscribers. Malicious behaviour has been notednasof caused by customer churn or attrition, failure atworks,
the key causes of such anomalies, which have coasdly potential fraud, deliberate or unintended expensiigtakes
led to unquantifiable losses of revenue to mangnade by telecommunications’ workers, bad debt rimk,
telecommunication networks world-wide. Although thesven improper disconnection of communication lifigls
intentions of most subscribers to these networks af3], [4]. Malicious behaviour has been noted as oh¢he
unknown when making phone calls, their behaviodtepa key causes for such anomalies, which have consdyled

is reflected in their call data. Recent studies ehavo unquantifiable loss of revenue to many
investigated the challenges of anomaly detectionhawe telecommunication networks world-wide [9], [17].elmost
not given conclusive solutions to address this lprabTo common cause of such malicious behaviour is pakenti
maximize the true positive rates and minimize fals&aud, because it is committed intentionally anid ifficult
detection at an acceptable level, this paper ptesé®e to combat. To complicate the situation further, tledéwork
Telecommunications Anomaly Detection System (TADSgarriers often do not want to admit that fraud tsxiss an
which efficiently facilitates immediate detectiohat will anomaly in their systems, so that their subscrilersot
help call analysts and managers with adaptive meecis suspect that fraud is a significant problem. If ytheo
making. We developed and implemented the TADS whiciicknowledge it as a significant problem, it miglstuse
uses Behavioural Bayesian Networks (BBNs) to addit@s churn or cause more subscribers to try to comnaitidr
challenge. The empirical evaluation results obthineing Instead, they prefer to solve this problem inteltigy. If the
real world land-line call data for subscribers oflogal subscribers suspect fraud but nonetheless keepgdgr
Telecommunication Services Provider (TSP) demotestra debts that they did not incur and for services thay did
that the TADS can detect and act upon anomalies ot receive, and if the Telecommunication Servicevider

telecommunication networks as it happens. (TSP) does not find a solution to the problem, ¢hes
customers may decide to seek alternative compsgngce
Keywords: Anomaly Detection, Bayesian Network, providers. Also, service providers are greatly lemged
Subscriber / Networ k management. when subscribers, who feel uncomfortable with their
services including for example; over-charging, not
I. INTRODUCTION answering queries promptly, or generally bad custom

Since the telephone is one of the fastest means sHrvice, change to competing carriers. These clsange
communication, many subscribers use contract aggh@id contribute to suspicious and sudden change inpedterns
phones for crucial business activities. Securitfjcgscy is that is reflected in their call data. It resultstire loss of
observed in the fixed and mobile networks. In 20@dlf a revenue, which is mostly attributed to anomalidgsTould
million fixed lines in South Africa were disconnedt many quickly put a telecommunication company out of bass.
as a result of fraudulent activities [9]. The ségumeasures For these reasons, it is obvious that anomaly ptereis
that include the use of a Mobile Identification Nagn defeated. This necessitates the use of our proposed
(MIN) / Equipment Serial Number (ESN) and a Per$onammediate detection techniques for existing subscsi who
Identification Number (PIN) were meant to prevgmafers experience anomalies.
(or unauthorised users) from gaining access into a A reduced lag-time (difference between time of cal
subscriber’'s phone account. These measures aregedéfi and detection time) will enable service provideysdetect
due to unlawful methods [13], such as eavesdroppingnd act upon anomalies faster, which will reduce th
cracking, shoulder surfing, and social engineefidj, [15]. damage caused by these anomalous behaviours witheut
To worsen the situation, the MIN / ESN numbers figitdl  appropriate intervention. Also, an anomaly detectiethod
phones (e.g. GSM) that was initially well encrypehging can work well for a finite number of known anomalisut
transmission, was later cracked (made simpler) usecaf due to the difference in behaviours of subscrilasra result
the decoding disparity from one country networlabmther of uncertainty in the use of phone services, aesysto
[15]. As a result, internetwork linking countrieave lax detect infinitely number of unknown anomalies is
security which is easy to breach. This insecuritywes the preferable. Accomplishing this objective is very
spoofers or hackers to make anomalous calls atxpense challenging. Therefore, a TSP that can detect the
of the lawful phone owners. trustworthinessof any call record immediately after a call
The term anomaly refers to an outlier and tsession is ended will flourish and create a levél o
suspicious data that can easily be spotted in stagtisets confidence between itself and its subscribers. i@nbasis
but is hidden and requires intelligent detection tie of our previous work on individual BBNs [10], we



developed and implemented an effective TADS th&tale
any anomalies and minimises false alarms to anpteiole
level. It comprises the following four componentall
Sampling Probability, Call Prediction, Call Detectj and
Degrees of Detection. Distinguishing between aaidsle to
new destination numbers and detection of anomalalls is
difficult but the TADS uses anomaly indicators [1{d]
address this problem effectively. In principle, @&l Detail
Records (CDR) that
generally contain relevant attributes, such as lerts
number, location, duration, destination number e dand
time of call. Assignment of equal weights to allesh
attributes, even though some carry more informatiaan
others, is an approximate assumption. Unequal vieiglis
determined as indicators, which improve the appatgmess
of TADS and the telecommunication revenue lossdisbei
significantly reduced. To realise this construcilea and to
facilitate a trusted relationship, a warning notfion
through alternative phone, sms, or e-mail can bé lsgthe
TSP to subscribers whose account reflects abnooaiél
patterns.

occurrences. In the remaining part of the papatjsetwo
describes
modelling, section three describes the TADS, sectaur
presents the implementation and evaluation ressgistion
five reviews the related work and section six déssr the
concluding remarks and future work.

Il. PROBABILISTIC NETWORK AND BEHAVIOURAL
MODELLING

The probabilistic networks described in this sectare

Bayesian networks (BNs). This section also dessrHmmav

we use Genetic Algorithms (GA) for individual berawal

modelling.

A. Bayesian Networks and Reasoning

A BN model is a multivariate probability [11] digiution
that is used
relationships between random variables X. . , X,. The
relationships describe the causalities or deperielenof
variables. The qualitative knowledge is capturedttie
connection of nodes (variables) and the directers as
shown in Figure 2.1 while the quantitative knowledg

captured in the Conditional Probability Tables (GRT
Learning CPTs is described by Murphy [19] and Russ

[20]. A Bayesian belief network formally requiresctete
random values such that if there exists randonalbas X,

..., Xp with each having a set of values x. ., % then, their
joint probability density distribution is defined iequation

2.1
n
Pr(X1 .. Xn)= 1 Pr(Xipr(X%)) 2.1
i=0

where 77( Xi) represents a set of probabilistic parent(s
child Xi. [11]. A parent variable refers to the sauwhile a

child variable means the effect. Figure 2.1 shohs t

Directed Acyclic Graph (DAG) representation of ayBsian

network model, BBN, which describes the behavioliao TADS to differe

O Q Duration
Acronyms used in this paper were defined at first Destination-no Cafl-Cost

the probabilistic network and behavioural

to define qualitative and quantitativ

presence of uncertainty about subscriber behaviauthis
paper, we want to reason with expressions 2.2 &hd 2
Pr(a call = regular | Subscriber's behavigur 2.2
Pr & call = anomalous | Subscriber's behavipu®.3
Expression 2.2 represents the conditional proligltiltiat a
call is regular, given a subscriber's behaviour exutession
2.3 is the conditional probability that a call isomalous,
given same subscriber's behaviour. An importandéamiag

describe subscribers' userilgsof functionality used is Bayesian inference [22] whads to

the power of our TADS.
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%. Individual Modelling With Genetic Algorithms
Intuitively, learning a BN from telecommunicatiodata can
be referred to as discovering the behavioural patterns
(models) of subscribers. Figures 2.1-2.5 show that
subscribers’ behaviours are reflected in their dath.
A GA which learns the individual subscriber’s

%ehaviour from call data has been presented by

sunmakinde and Potgieter [10]. The algorithm uses
information-theoretic measures (e.g. Minimum Dq#@wn
Length) and mathematical components (e.g. PowénSstt
theory) as genetic operators and as a means afidirada
between efficiency and decomposability. As a restthis,
the causalities or dependencies discovered in shbsg
models are suitable for detecting anomalies using t
associated anomaly indicators. In [10], we formally

) dfescribed the identification of anomaly indicatbiem the

most interesting / significant call attributes obdels as
primary indicators. It varies from one subscrilber=nhother
as one subscriber’s regular call may be anothescsider’'s
anomalous call. This techniqgue makes it possibteofar
ntiate between a call made to a new

telecommunication subscriber used to detect anemaifi destination number and an anomalous call. In axfdtt the

phone calls [10]. The BBN shows mined relationships

between destination numbers and call duration batis
(nodes), relationships between destination netwakd
location attributes. and is used for anomaly d&redn the

thdividual models presented in [10], Figures 2.12t6 are
more examples of individual subscribers’ modelsrriea
from call data using the GA.



. TELECOMMUNICATIONS ANOMALY DETECTION
SYSTEM (TADS)
The TADS is a differential model, which includesrgding
and inferential tests to detect anomalies in caitad
Differential analysis adapts to dynamic behavioucall
patterns associated with different telephone sitless: For
example, a behavioural pattern detected as an doasna
call for subscriber X may be accepted as a regdHrfor
subscriber Y. This approach is more efficient tlafixed
trigger system that raises an alert when any diffees are
suspected in call patterns. Our TADS is based an t
interesting recognition of an event discussed bys¥awick
[1]. For qualitative detection, we improve the idéa
formalise this new detection approach. The nexsection
describes the system model.

A. The Descriptive Approach of TADS

The system model illustrated in Figure 3.1 gives an

overview of the TADS. It uses Bayesian learningydsan
inference and differential analysis [11], [20]. Dy
Bayesian learning, the TADS uses the historicdl datlaset
(HCD) to train an evolved individual BBN from theA@&nd
the quantitative behaviour is captured as condition
probability tables (CPTs). The TADS acts on a ediBBN
to make a decision about a current call record idiately
after a call session ends. Call data identifiedeggilar is
added to the HCD to re-train (adapt) the BBN mougiile
the anomalous call alerts the call analysts tostigate. The
anomalous calls can be confirmed by the TSP adaegu
anomalous. This could be assisted with
through e-mail or the subscriber’s alternative m®orif it is
confirmed as regular, it will be included into thkED for

interrogatio

of E =(€) inferred from the Bayesian network. This is

computed using the Bayesian inference engine @Bkayes
[22] embedded in our TADS implementation.
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Figure 3.1: A System Model for the TADS.

Call Detection

Call detection is the decision making aspect of BADS
using the computed sampled and inferred probasliths a
scientific test, this module suspects that a ptoatlerecord
is eitherregular or anomalous We therefore define call
detection as follows:

Pr é\' (8) >= Pr E (8) = Regular Call Suspected.

training. If it is confirmed as anomalous, therisittotally ~ That is, if the inferred probability is greater emual to the
excluded from the training set. sampled probability, then a regular call is susgekctf the

The addition of regular calls to the HCD is used téferred probability is less than the sampled philfi,
improve the accuracy of the BBN before the TADSsactthen, an anomalous is suspected. That is:

upon it. The use of this re-training is stronglgeuraged to
minimise error rates (false alarms).

B. Components of TADS
The components that serve as the building blockBA®S
subsystem in Figure 3.1 are the following:

Call Sampling Prabability

Call sampling probability is the probability Bf =@
sampled from the training set. In practi@,refers to a call
instance that is sampled from the training set. [Bagh

probability is represented as = (g) and can be computed
E
as:

_# (instanes €)
#(E)

PrE(é) = Pr(E = &) 3.1
where # means number.

Equation 3.1 is differential as long as call patserof
subscriber's behaviour change and it is therefesesl as a
form of call threshold to guide the degrees of ci&e. In
the implementation of our TADS, the BBN is trainby
computing its CPT using the training set.

Call Prediction

Call prediction represented as BN (e is the probability
E

€)

Pr Bé\' (8) <= Pr E (8) = Anomalous Call Suspected.

Automatic detection of anomalous calls can reduoe t
workload of telecommunications service providéegular
implies that it follows the historical call patterbehaviour
of the subscriber, whilanomalousmeans it does not. The
next module describes the level of confidence df ca
detection.

Degrees of Detection

Degrees of detection refer to the level of belighwegard
to the call detection decisions. This result isregped as a
percentage and it will help call analysts and mamago
make final decisions. A deviatiorbelow the sample
probability is computed using equation 3.2. A dgeia
abovethe sample probability is computed using equation
3.3. The elements of equations 3.2 and 3.3 useréiiffial
analysis due to their regular update in input \&lughe
results imply that we areX.xx% sure that a call is
anomalousor regular. The implementation results of the
TADS are shown in section four.

IV.IMPLEMENTATION RESULTS & EVALUATIONS
This section shows the immediate call detectionltggor
individual subscribers and the performance evainatiof
the TADS. We obtained real world land-line call aldior
over 160 TSP subscribers, and more than 73,008 wih 9
attributes. A few representative results are ptesebelow.



By masking the subscribers’ phone numbers, we ha®8.065% & 41.935%, 77.358% & 22.642%, 97.633% &

ensured the confidentiality of network carriersdshsn the
policies to protect telecommunication customers.

2.367%, and 93.846% & 6.154% respectively. The aer
accuracy from the implementations is 82.880%he

= BN _ interpretations for the degrees of beliefs of tAd® results
Pre(@-pPr o (8 =X Xx% 3.2 are visualised in Figure 4.1. From the detectisults, one
( = x 100 )% can see that the true positive rates are maximiggid the
Pr— (&) false alarms are minimised at an acceptable level.
Pr N (&) - Pr = (&) Table 4.1: Observed training set for subscribe524%37
E E =X.xXx% 33| x1 X2 X3 x4| x5 X6 X7
( 5N x 100 )% Wed | 218-| 828050678 | Ce| Voda- | 6.293-7.552 | P
Pr (e) 261 com
E Fri 44- | 1023 Ss | 0-50Km | 0.0-1.258 P
A. Immediate Call Detection Results 87
The following are examples of the immediate catedtgon | Sat 131-] 835575170 | Ce| MTN 3.776-5.034 P
results from our implementations. Toe | o4 tasesaEo | N oBoka 001z X
Mon | 87- | 829778104 | Ce| Voda | 1.258-2.517 | P
TADS Resultsfor a Subscriber 131 com
Sample call data for subscriber 145521137 is shiowable

4.1. Our TADS trained and used the BBN model irufég
2.1, to act upon the current call records. The alons and
regular calls detected immediately are shown inleldl2.

The table shows the call detection results forpthene calls
that were made o8aturday A detection took 0.42 Secs. Al

Legend: Ce = Cellular, Na = National,

x1 = Call-date, x2 = Duration in seconds, x5 = ltamg
x6 = Call-cost, x4 = Destination-net, x3 = Destioaino,
X7 = Peak (P)/off-peak (X), Ss = Special Services.

[
Table 4.2: TADS detects current calls for subscrizb521137

regular call events were used to re-train the BBNifidate

Immediate Call Events

its intelligence. The last call event result thalsvdetected ag

regular only has a degree of belief of 4.441%, which is du

to the use of the secondary anomaly indicator rdtten the
primary anomaly indicator. This can possibly beeaample

[Saturday, 44-87, 828581169, Cellular, (Vodacon58-2.517, P]

Call Detection: Regular Call Suspected
Degree of Belief: 83.489%

of a call made to a new phone number because
particular call record has a characteristic behavieflected
in the historical behaviour of this subscriber. tHm

this [Saturday, 0-44, 836431694, Cellular, (MTN), 1.25647, P]

Call Detection: Anomaly Call Suspected
Degree of Belief: 30.372%

detection results were obtained for other individy
subscribers, of which a few will be presented is faper.

a  [Saturday, 0-44, 834143703, Cellular, (MTN), 1.25817, P]

Call Detection: Anomaly Call Suspected
Degree of Belief: 65.186%

B. Performance Evaluations of The TADS
TSPs cannot easily make call data available taarekers; a
scientific alternative used is the 90% & 10% cresgdation

[Saturday, 87-131, 834105953, Cellular, (MTN), B25517, P]

Call Detection: Regular Call Suspected
Degree of Belief: 4.441%

techniques [20]. Two evaluation cases are presdretmv.

We evaluated the accuracy of the TADS by compatiieg

expected call dateand theactual calls detectedor an
individual subscriber.

TEST CASE ONE: ANOMALY DETECTION WITHIN
A SUBSCRIBER'S PROFILE

In test case one, regular and anomalous calls etextéd
from every subscriber's call data. A training seisisting of
90% of a subscriber's call data was used while (%%
chosen at random as a test set. This process peateel for
five subscribers chosen at random and the TADSraci&as
were computed and are shown as a confusion magtiab

TADS Accuraciesfor a Subscriber

Using the 10% test set, the expected call dat&dss in
Table 4.3. This is because domain experts did rpect
any anomalies. That is, none of the training rexonds

Table 4.3: Expected call detection results for stiber 145521137.

Expected Total
Regular Calls 40
Anomaly Calls 0

Table 4.4: Confusion matrix results for subscribés521137

Expected / Predicted Regular Anomaly
Regular 35.0 5.0
Anomaly 0.0 0.0

TEST CASE TWO: DETECTION USING A TEST SET
THAT INCLUDES INTRODUCED ANOMALIES
Similarly to test case one, test case two uses 8D%e
HCD as a training set to model the individual BBMNId.0%
of anomalous test data (noise) was randomly gesterahe

known as anomalous before modelling the BBN. ThRoise records were generated as known anomalieg the

confusion matrix generated from the implementatidos
subscriber 145521137, is shown in Table 4.4. Th®SA
accuracy for the subscriber is 87.5%. This is theet
positive rate while the false alarm rate is 12.9¥at is, the
anomalous calls detected in this context are regbad false
call detections. Similar results were obtained @ther

properties of the real dataset and it was repefatedther
subscribers. Since all the test records are knovamalies,
100% detected anomalies are expected. In this tesealls

detected as anomalies are regarded as true (Qorrect

detection, while the calls detected as regulascaié false
(incorrect) alarms. The accuracies of the detectina

subscribers and the accuracy results for subssribéimMmarised in Table 4.5. In this case, the aveaagaracy

145521198, 145571179, 145571042 and 145571030

&fecorrectly detected anomalies is 74.754%, whileirect



(error) detection is 25.246%. One can see in Taliethat,
for every subscriber, the true positive rate isaggethan the
error rate. We cannot have a group model for siliesr
who behave in a similar way. If we do not have vidlial

models to separate subscribers' behaviours salétettion
is immediate, the false detection rates may betgrehan
the true positive rates. Figure 4.2 visualisesdhietection
results. Table 4.6 summarises the two test caseshé&
overall average detections. One can see that

methodology is good as a proof of concept sinceotrezall

average detection accuracy is 78.817 %.

Table 4.5: The anomaly detection accuracies fdrteigbscribers

Call Number True Positive FalseAlarms%
Rate%

145521137 70.0 30.0

145571179 88.889 11.111

145571030 75.0 25.0

145521198 66.667 33.333

145571046 72.727 27.273

145571050 77.778 22.222

145571055 63.634 36.366

145571042 83.333 16.667

Average accuracies| 74.754 % 25.246 %

Table 4.6: Summary of results' accuracies forletest cases

Test Cases Accuracy (%)

Test Case One 82.880

Test Case Two 74.754

Overall Average Accuracy 78.817 %

V. RELATED WORK

A number of methods used for anomaly detectionuihel
rule-based approaches, statistical techniques, ahet
networks, distance-based approaches, and Bayes
networks. It was presented in recent studies th
unsupervised learning of Bayesian networks for agm
detection, which was investigated in this reseaizihetter
than most detection methods [7]. This is becaudeés not
need to preset types of fraudulent data and cacdaew
anomalies from call data.

The rule-based techniques work best with user
profiles containing explicit information, where analy
criteria are encoded as rules [4]. This technigudifficult
to manage because it requires explicit rules wtach
labour-intensive and time consuming, and
programming for every imaginable possible anomalye

involves

between a dataset and a defined point as a distartider is
used. This approach focuses primarily on continuous
datasets. Our approach differs from theirs as we atao
process mixed datasets (see Table 4.1). This pkgseribes
how individual models are learnt from data whick #ren
used to detect anomalies immediately after a emkisn
ends. This reduces the time lag with degrees afctien.
Also, the differential threshold makes our new TADS

catlaptive and minimises false alarms to an acceptatél.

Simulgtion Trends OF Telecommunications Ancmaly Delection Sysbem
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Figure 4.2: Prediction rates of TADS test case two.

VI. CONCLUDING REMARKS
The most important contribution of this paper wa® t

statistical methods of anomaly detection work well withddaptive intelligence we achieved with the develepirof

univariate distributions, where the average cathtan, the
longest call duration and the average number df qar
day are usually compared with a pre-determinedstiole
[6]. If the number of calls for a day exceeds itrmal
behaviour (threshold), it is considered as anorsalibich
may not be true. The populaeural networktechnology [5]
employs feature extraction, where summarised ststiare
usually used to train models with Call Detail Reor
(CDR). The extracted features from CDRs are prssdied
as either a regular or an anomalous call. Thisniecie can
detect known anomalous calls in the training diizlmen
[3] presented the use of Bayesian networkn anomaly
detection by profiling users’ behaviours and usedwn
anomalous scenarios but did not address new types
anomalous calls. Also, th®istance-basedapproach is
described in [2], [21]. In this method, an absoldistance

the TADS, having an average detection accuracy of
78.817%. The intelligence of the TADS is a resulttle
following: the use of individual BBNs, re-trainingf the
BBNSs, the use of a differential threshold, the ofsanomaly
indicators, and immediate action on current callghw
unknown anomalies.

In our detection results above, the TADS aimed
and was able to maximise true positive rates amidnmse
false alarms. The proven performance of our approac
makes it suitable to applications in various arsash as
[10]. We intend to apply it to other interestingphgation
areas such as internet banking, business patteogmigion,
stock & image analysis etc. We have establishetbaf pf
ggncept in telecommunications but currently workomgits
scalability. Our system can be deployed on netwbrke
workstations. We did not have access to mobiledzth but



we are fortunate that our landline data contairleveat
attributes that are equivalent to the mobile d&tas paper

is a summary of our work described in [8].
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