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This paper introduces an Internet Cost Managemysie
Abstract—Rural Internet connectivity projects aimed that will allow experimentation on ways of chargifog the
at bridging the digital divide have sprouted up acpss use of resources on the network. Initially, thigihtisimply
many developing countries. After the initial deploynent, ensure that a network will generate revenues t@rcis
economic sustainability remains one of the greatest operational costs, with the set-up costs absorlyedhb
challenges facing these projects. This paper pressrthe government or a donor agency. The long term goal,
design and initial implementation of an Internet Cst however, is to recover the capital cost of the oetwas
Management System that will enable the exploratiomf well, at least for network generations higher thiamfirst.
suitable pricing models to generate revenue to makihe The Internet billing system is developed using Faed
infrastructure economically sustainable. An important Open Source Software (FOSS) and non-profit business
goal of the exploration is the establishment of wha models. The system tries to appropriately refleoe t
would be regarded as equitable cost sharing in ruda perception of fairness held in the communities s it.
marginalized communities in South Africa, such ashe The system is transparent and easy to understamdg, r
community in Dwesa on the Wild Coast. customer-oriented billing plans and is designedb®
flexible. The deployment and field-testing of tisigstem is
Index Terms— Internet billing, ICT for development, done in Dwesa, a community where a project is oimtly
rural, sustainability by the Universities of Fort Hare and Rhodes, tcetigvand
field-test the prototype of a simple, cost-effeetiand
robust, integrated e-commerce / telecommunications
I. INTRODUCTION platform for marginalised communities in South A#i

With developing nations rapidly realizing that theyk The novelty Qf our approach is its context _senisjlti\which
to participation in the radically changing eccmormpromotes acyve involvement ar_ld cc_)_ntrlbutlon onph# of
lies in possessing the right skills to access ityat tools, it the community to ensure su_stama_blllty. L .
is likely that projects demonstrating that Intermain be The rest of the paper is articulated in six sestion

deployed in marginalized communities are going t(?ection Il provides a revl|lc|ew_of worl; <_jefa(|j|ng ".V"'.'?mhg
increase. The cost of Internet is however stillhhighen Mernet usage. Section Il gives a brief desoviptof the

the ability to pay is low. The consequence is ttat !Dwesa / Cwebe r_egion Whe“? the project is being
majority of rural areas are still unable to get mected to |mplemented_. Section 1V _descrlbes_ the current ostw
the Internét deployment in Dwesa. Section V outlines the_ Inte@est _
Since the 1980s, the South African Universal Servidianagement System under development. Finally, csescti
Agency has been searching for ways of providing scV! and VIl very briefly sketch future work and cdade.
within the reach of all citizens [1]. Community-den
wireless networking has emerged as a promising hiode
supporting universal access in disadvantaged and Il ReLATED WORK
underserviced communities [1]. These networks haveThere has been extensive research on the econafnics
sprouted up across South Africa, making it possible the Internet and members of the technical, acadesmnid
rural areas to access cheaper Internet servicessdibtion user communities  have shown interest in the aofas
is often implemented through some form of communitgharging and accounting for the Internet [2] [3]n A
access point for information and communicationsises, extensive account of work on charging and accogntin
often known as a community telecentre or teleki@klin covering also customer care aspects, is given]irPdcing
this model, Internet is delivered as a communigouece the Internet is a complex and difficult task, dwethe
that should be financially sustained by the commyuni number of factors which have to be considered. &hes
One of the main considerations in the implementatib factors include the need for differentiated semvice
development projects is to ensure long-term suskdity.  simplicity, socio-economic aspects and other issliles
computational complexity and modelling. This hasulted
in the formulation of many pricing models, somendfich
are presented in [5].
This work was undertaken with financial supporonir The Internet DEmand eXperiment (INDEX) project was

Telkom SA, Tellabs, Saab Grintek and THRIP, Amatdars  started in order to investigate, amongst othergirthe
Technologies and DRISA.
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user reaction to the different pricing schemes [Bhe IV.  THe NETWORK AND COMPUTING INFRASTRUCTURE
research discovered that flat fee based schemes Werrpaore are a number of technical challenges in the
favoured by users. However, the leaders of theept@jrgue

X 2 provision of Internet connectivity in sparsely ptgad
that this model in its purest form tend towards aste of

i areas. This project uses a blend of various Interne
resources, unfairness amongst users and revensigiolos .onnectivity technologies to overcome some of them.

ISPs. . . Internet was provided as a community resource &med t
Best and Ma_c!ay discuss community Internet access ('Jleployment was centred on schools, which act astpof
rural -communities and argue that economic selficcess for the at large. The network is a conveiged
sustainability should be taken seriously if comnfifures  heonyork consisting of both wired and wireless et In
associated Wlt_h donor initiatives are to be avm@d the setup, VSAT represents the backhaul connectivithe
The Charging and Accounting Technologies for thgyernet, while. IEEE 802.16 (WIMAX) is the lastiei
Internet (CATI) project was set up to focus on thegcess to the various schools [10]. Currently, ghiets of

development of Intern_et protocols that support ghney and presence are four schools: Mpume, Ngwane, Ntokwaae
accounting for existing and future networks andoalsygndobo. as shown in Figure 1.

demonstrate how these protocols can be used invardd Mpume (school A)This was the first point of presence

applications [7]. _ . forthe project. Due to its strategic location availability
An important network usage accounting specificai®n electricity, it was chosen as the site for VSAT
the Internet Protocol Data Record — IPDR, whichrdefan ;,<ta1ation.

XML-based model to collect usage information frohe t Ngwane (school B)This is in line of sight with Mpume

network and format it into usable records [8]. and because of its location it was chosen as theasithe
The Market Managed Multi-service Internet (M3I)\\ MAX base station installation.
project aims to design, implement and test a next-niokwane and Nondobo (schools C and Ojese

generation system that will allow Internet resourcechools are in line of sight with Ngwane, and #rigbled
management through market forces, by enablingq ovtension of the Internet to them.
differential charging for multiple levels of sergic The

system will increase the value of Internet servites

customers [9]. ‘¢
The essential motive behind all these endeavouts is Db RYSAT 4/

design an efficient accounting architecture forlemting, L’jﬁ" e

storing, processing and communicating relevant rtieeth 2 e y

information to the concerned parties. /

IIl. Dwesa/ CweBE e R N "
WIMAX micFo-base slsnion s

Dwesa / Cwebe is a remote rural area located i\t Myg— scucore B a
Coast of the former homeland of Transkei, in thet&a @ @ mﬁ; GE
Cape province of South Africa. Dwesa / Cwebe isnizny vl pr
ways a reflection of many rural realities in Soafhnica and ;

Africa as a whole. It has a population of 15,000, SCHOOL € > 5
who live in 2000 households. Its inhabitants areegally scHooL D
subsistence farmers. Dwesa is characterized by tdck
infrastructure such as roads, electricity, subchad
educational facilities and high levels of povert9].

This area was chosen as the settings of a resefiotts
run in cooperation by Fort Hare and Rhodes Unitiessiin All the software used in this project is FOSS. The
which  a complete, distributed and  Internet-enablegeskiops run Edubuntu, a customized version obfthentu
computing system was deployed in early 2006. Theiai | jyyx distribution designed for use in a schoolieovment
to explore the effect of ICT in a deep rural s@fias an anq suitable for young users. Edubuntu contains all
enabler of economic growth and better quality &.li goftware found in Ubuntu and more educational
Several meetings and discussions were held with tBgpjications, such as TuxPaint, TuxTyping, GCompris
various community stake-holders to catalyse comfyunikpg Edutainment Suite, and Schooltool Calendar .[10]
buy-in, which now seems a reality. For example, 8®h The yse of FOSS can generate significant savings in
the schools where computers where deployed hagedaipargware and software, thus FOSS has a relativenagiye
money to buy their own printers and photocopiensl Bave o proprietary solutions in the context of margired
started offering free basic computer training te test of - communities. Furthermore, the availability of saumde
the community. and the right to modify and redistribute modificats gives

the programmers the ability to understand the systetter
and adapt it to changing conditions. This also comith
all advantages associated with software developraerd
collaborative effort.

Figure 1. Deployed network infrastructure [14]



Our point of view on projects that bring an ICT

infrastructure in a place where there was none loan
understood using the analogy of nurturing a chflol give
her life, teach her how to sit, walk, talk, send toeschool,
provide financial and social support just to memté few
things. But do you really want to do this until tti@ld is a
grandmother? Clearly, the answer is no. These gisogge
nurtured until they mature and can sustain theraseland
hopefully can also support other, upcoming projettsis
can be achieved, in part, by implementing an Iree@ost

Management System which allows the network to colle

revenue that can be used first to cover operatistscsuch
as electricity, Internet connection and maintenanfi

these costs will be shared among the differentsuskthe
infrastructure. Overtime, excess revenue will bedusr the

Figure 2. System Components

As on can see from the figure, the components are:

Network Layer Captures, tracks and records usage
of resources.

Access control Layeimplements Authentication,
Authorization and Accountability functionality on
the network.

Accounting Layer Sorts the collected data into

accounting records.

Charging / Pricing Layer Assigns prices to
records.

BillingLlayer: Compiles all charges for a customer
over a specific period

repayment of the initial capital costs and expamsio

V. THEINTERNET COSTMANAGEMENT SYSTEM

1. Software . 3. Authentication, Authorization and Accounting

F As menti_oned eaLIier, tk}li_i_system _is developeqthsm Chillispot's Universal Access Method (UAM) was used
OSS running on Ubuntu. This operating system giRes ¢, 5 thentication. The access controller showRigure 3
programmer full access to the networking stack eard be has 3 network interfaces

used to provide and implement a wide range of nidwg
functions on the system. The Chillispot packagaesied to
handle access control and session management. Tt
Remote Authentication Dial In User Service (RADIUS)
used to provide AAA (Authentication, Authorizatiand
Accounting) functionality, using Freeradius [11]..

2.

a

Design Objectives.
Low cost: This is a rather obvious objective, given
the target users.
Flexibility: The system should be flexible enough tg
be maintained and expanded. A set of adapters are
used to interface with the rating engine, thus mgwki
it extensible and easy to experiment with varicest ¢
sharing ideas.
Supporting roamingThere is a need for the users tq
be able to use the Internet from any point of prese
within the network. Making use of a central shared
database help us realise this goal.

The billing system collects information such asggsa
from the network, demographic data from users, and
proceeds gained from the e-commerce system and uses
these to create bills for clients. The key composef the
system are presented in Figure 2.

Figure 3. Access Controller

Chillispot uses ethO as its uplink interface fawfarding
packets to other networks, uses eth2 for authdimga
clients against the RADIUS server and takes cordfohe
internal interface ethl using the vtun kernel medtd
bring up a virtual interface tunO. This interfacecepts
DHCP and ARP requests from clients. All clients
connecting to this interface are dynamically altedaan IP
address in the 192.168.1.0/24 network, or any other
network specified in the configuration. To routeckests
from tunO to ethO, masquerading (NAT) and ip_forivare
enabled in the kernel [12].

A client can be in two states, unauthenticated and
authenticated. An unauthenticated client tryingatzess
the Internet will have its TCP connection interegpby
Chillispot and then redirected to a CGI or PHP cri



served by Apache over SSL/TLS (captive portal wabe),
where it is prompted for username and password.
Upon submission, the password is encrypted semd
back to Chillispot, which sends an access-requesisage  pricing models, including flat rate, usage based time
to the RADIUS server over the RADIUS protocol asthg  pased. Accounts can be prepaid or postpaid andreiift
the CHAP-Challenge and CHAP-Password as specified fyodels may have different usage restrictions, sash
RFC 2865 [15]. The message attributes describéBFB  pandwidth usage or upload and download speed limits
2548 [16] are used for channelling encryption Kegs the The system consists of a loader claEsginelLoader,
RADIUS server to Chillispot. The RADIUS serveryhich is executed first. This class consists oftista
determines if the user is valid, using schemes BK®,  fynctions which enable the system to dynamicalgdiand
CHAP or EAP. The backend could use any number @hnfigure its components and start the rating engfor
services such as LDAP, Active Directory, Kerberas, exampleEngineLoader::loadClass(BillingPlan’joads the
database or Unix password files. In our case My pjjiing plan after which we will be able to calkitmethods,
Unix password files are used. If the authenticatien |ike BillingPlan::getBillingPlanName($id).
successful, the RADIUS server returns an accessphcC ysing the methodEngineLoader::loadAdapters(the
message and a list of authorized resources.Thet'slistate rating engine loads all adapters stored in iaelapters
is changed to authenticated and is authorized ¢esacthe directory. This means that after creating a newptaa
listed resource. The RADIUS server wiI_I _also beifreat getting it to work simply means reloading the adeaspt
when the session starts and stops, for billing psep. The sing theloadAdapters(iclass and setting the appropriate
usage details are logged into the MySql database. configurations. This technique allows change ofatvéur

If the password does not match or if any attribut@ithout programming. These adapters use the DALtAPI
specified in the client’s profile fails, the RADIUServer

returns an access-rejected message and the cameésti Figure 5. System inputs and outputs
terminated [11] [12].

Figure 4. The Billing/Rating Engine

4. The billing/rating engine

The billing engine consists of a database managemen
system, a database abstraction layer and modules fo
customer assessment, a rating engine, an adapEmsy
and billing functions as depicted in Figure Zhese
modules are developed using PHP.

The billing engine is responsible for assigning prices to
records, to come up with costs. It gets its inpintsn
various sources as shown in FigureCbvious inputs are,
for example, the usage records generated by thelB3D
server. Less obvious inputs might be revenue gained
through the system, or history of contributions e&al the
project.

These various inputs are fed through #ldlapter system,
which allows the experimentation with various csisaring
ideas. The rating engine provides an interfacechwhs
implemented by @ating class.The adapter system provides
a set of adapters which take tla¢ing classand modify one
or more of its methods to suit a particular pricmgdel.

Currently the system supports various standardstgbe  gccess time, usage, sales and other information tre

database. They do not exec®@L statements themselves.
This indirection allows the database to evolve whil
keeping the system stable. This also helps usparaee the
pricing logic and the application logic and makiesasy to
introduce new rating methods and adapters. Thisalldw
us to experiment with different ways of charging.

An adapter might build upon thHmancial means tesind
the South African Living Standards Measure (LSM3}][1
to collect a range of information on the socio-ewoic
condition of a client. This might include data on
demographics, education, food and non-food experedit
employment and income. This information can be used
the CA adapter to calculate the client's Customer
Assessment Index (CAI) based on a point systemg&an
are used to collate various CAls into groups. Eaei




group might be given a certain discount and s$igaed ACKNOWLEDGMENTS

to a specific discounted pricing plghdapterCAl) _ We would like to thank the whole group of Dwesa
Another adapter might implement the idea of geting researchers from both the University of Fort Harel a

certain percentage from the user's selling proceeg,oqes University for their support, which madesthi

(AdapterSALES) _ _ project possible. We would also like to extend simcere
Charging should not stifle Internet use, so the®need g a4t de to the Dwesa community for their coopjeraand
to identify groups that, at a certain time, lacktivation to support. Special thanks go to Ronald Wertlen fos hi

use the Intern_et and figure _out to what incentit)raasy support and valuable comments.
respond to. This may be as simple as granting rietefor

free to these groups. This functionality is handisdthe

bonus management adapter, which grants bonuses to .
subscribergAdapterBONUS) [1] Parkinson, S.Telecentres, Access and Development:

A mix of different adapters can be used, resuliimg Experience and Lessons from Uganda and South
tiered pricing structures. For example, certainrsiseight Alfrica, 2005, IDRC, ISBN 1552501892
pay a flat rate up to a certain limit, after whitiey will be [2] Best, M. L., & Maclay, C. M.Community Internet

charged based on time(AdapterTIME) or usage Acces_s i_n_ Rural Areas: Solving the Econ_omic
(AdapterUSAGE). Sustainability Puzzle2003, The Global Information

The bill calculation module is responsible for collecting ~ 1echnology Report: Readiness for the Networked

the price events and compiling all charges for stamer World. G. Kirkman, ed. Oxford: Oxford University
over a specific period. Press Inc, USA , Retrieved February 2006, from

http://edev.media.mit.edu/SARI/papers/gitrr2002_8&h0
5.  Front End Interface .pdf
~ The system makes use of a web based interfaceshwhj3] Clarke, D.A Model for Cost Allocation and Pricing in
includes: the Internet,2005, In Internet Economics, J. Bailey
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