Practical Evaluation of a Spam Prevention
Architecture for IMS Networks

David Waiting and Neco Ventura
University of Cape Town, South Africa
{david, neco}@crg.ee.uct.ac.za

Abstract—Telecommunications technologies are advancing architecture on which this work is focused. The IMS has
rapidly particularly in the field of mobile telephony. Impro ved peen touted as a service oriented architecture in that new
network architectures will provide cheaper, more accessile goyices are slotted into the network with little changehte t
mobile communication, but unfortunately this exposes mobé L L .
users to the type of mobile phone spam and fraud that is curretly e_X'St'ng network el.ements. This IS a shift from t.he conven-
prevalent in the Internet. tional network architecture that relies on a stovepipe aggh

This work proposes a spam prevention architecture that seam whereby every new service is built from the bottom up and
lessly integrates with existing IMS networks. The architeture  requires expensive and complicated integration with Egst
is |mpllemented in a practical network.testbed and is subjead operational and business support systems. Furthermore, in
to various evaluations. These evaluations demonstrate thahe . - . . .
architecture is a viable and effective solution for mitigatng spam the service oriented arCh't_eCture_ basic service ?nablers’
in IMS networks. example presence and voicemail, can be combined to form

rich combinational services. This approach allows network
l. INTRODUCTION operators to provision new services easily as they become

Advances in telecommunications technologies and incteasvailable but also provides a means to combat the inevitable
competition in the mobile telephony industry have resultgatoblem of mobile spam.
in consumers enjoying rich new mobile services at lower In this work a novel spam prevention architecture is pro-
prices. However, this reduction in cost has had an unfoteunposed that detects and mitigates spam attacks in mobile
consequence. Marketers and fraudsters that traditioteatlyet networks. The architecture is implemented in a practiceB M
Internet users are now increasingly targeting mobile tedeye network testbed that demonstrates proof-of-concept asa al
users. This mobile phone spam most frequently takes the fopmovides a platform on which the efficacy of the architecture
of a text message, but pre-recorded voice calls and misséd-cs evaluated.
spam have also been reported in some countries. The remainder of the paper is laid out as follows. Section Il

Email spam has been a problem for many years thdscusses related work in the field. Section Ill presents the
necessitating a range of sophisticated and creative spspam prevention architecture. Section IV describes théeimp
blocking mechanisms. Most email end users and Internaentation of a practical network testbed, the integratibn o
service providers employ these mechanisms to block thg dathe proposed architecture and the test tools utilisedi@ebt
flood of unsolicited messages touting cheap medicatiockstaevaluates the proposed architecture and presents reSatts.
picks, fake lottery winnings and other similar marketinglantion VI concludes the paper and highlights future work.
fraud attempts. At present, no spam blocking mechanisms are
available to prevent mobile telephone spam.

The problem of mobile telephone spam is still small in In the article Progressive Multi Gray-Levelling: A Voice
comparison to email spam. However, new technologies tipam Protection Algorithnfl0], Shin et al. discuss a new
offer cheaper telephony and rich Internet-like servicesten method of detecting voice spam based on the volume of calls
mobile phone are likely to accelerate the problem rapidlynade by a particular caller over a certain time period. The
Mobile handsets have essentially become miniature persopeposed mechanism determines whether the caller is & likel
computers as evidenced by the multitude of powerful smapammer or not based on a calculated gray level, a term
phones that run Windows, Symbian and Linux. The mobilesed to highlight that the system does not categoricallgtcc
networks themselves are also evolving to next generation reject calls in the way that whitelists and blacklists do.
packet-switched architectures that offer voice over IP atfrhther, the system gives the caller a gray value that changes
instant messaging, instead of costly circuit-switchedscahd depending on their call patterns. Callers whose score escee
SMS. The introduction of new handsets and the reduced ctst threshold, are blocked temporarily until their grayelev
of communications are both expected to fuel the spam probleeturns to an acceptable level. Thus the system is seen to be
in the near future. superior to a blacklist that blocks senders permanently eve

A next generation architecture that has gathered considiéitheir behaviour improves. Through their experiments #sw
able support from both industry and academia is known &sund that the algorithm can successfully block short term
the 3GPP IP Multimedia Subsystem (IMS), and this is theamming attempts and over a long period is able to prevent
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levelling is incorporated in the spam prevention architeet reser Spam Souree
proposed in thIS_ pape_r._ . Figure 2. The solution architecture depicted with an IMSeaoetwork, user

In The Session Initiation Protocol (SIP) and Spdi] terminal and spam source.
Rosenberg and Jennings perform a thorough analysis of the
similarities and differences between email and SIP spam,
and the applicability of email spam solutions to SIP. Thrdge effective regardless of whether the customer is on the
types of spam are identified as potential targets for the ShBme network or roaming. The goal of the work is to allow
spammer: call spam, instant messaging spam, and presenodile operators to provide anti-spam services hence givin
spam. Several options are identified as possible solutionstheir customers increased confidence in both the messaging
the above problems. These include: content filtering, blaclechnologies and content provisioning services.
listing, whitelisting, consent-based calling, reputatiystems,  The work item suggests several solutions to the spam prob-
address obfuscation, limited-use addresses, Turing st$-  lem including whitelisting, blacklisting and keyword filteg.
putational puzzles, micro-payments and circles of truste T The document also suggests a junk folder of the mobile device
architecture proposed in this paper includes several dfethdor storing spam temporarily, thus avoiding deleting mgssa
techniques. that have been wrongly identified as spam but also conserving

In the Internet draftSpam Score for SIF13], Wing et Storage space for legitimate messages. The mobile may also
al. propose a mechanism for SIP proxies to communicaggiery the user for validation every time spam is detected so
a spam score to downstream proxies or user agents so that the user can gain confidence in the system. A rate limiter
alternative call handling can be performed. The spam scdsealso proposed that allows a user to specify the maximum
is appended to thé/ia header of the current SIP proxyfrequency that they will accept messages from one source. As
as demonstrated in Fig. 1. This allows intermediate proxiget, apart from these initial recommendations, there are no
equipped with spam detection software to warn downstreatputs from this work item and no time scale has been set
proxies of potential spam. The spam score is most benefid@l completion.
when inserted by a proxy in the user's home domain, which
should be trusted more than any previously traversed damain
It is recommended that only the scores generated by trusted’he solution architecture is depicted in Fig. 2. The ar-
SIP proxies be used, thus preventing untrustworthy proxiefitecture is comprised of three reference elements, namel
from purposefully reducing spam scores. Positive spamescothe Call Pattern Analyser, Rule Database and Authorisation
indicate that the request is considered spam whereas vegafingine. As this is a reference architecture the actual physi
scores indicate that it is considered legitimate, and tiggdti architecture is implementation specific, therefore thenelets
the value the more likely a request is spam. may be combined or distributed over several machines. The

The 3GPP has proposed a new work item to be carrietements are shown adjoined to an IMS core network, a user
out with the OMA calledProtection against SMS and MMSterminal and a spam source.
spam [9] in order to deal with mobile spam. The work The Call Pattern Analyser is made up of modules that aim
item only covers text and multimedia messaging in the GSM detect suspicious calling patterns. The tecall is used
system, but notes that in the future IMS messaging will alsostead ofsessionfor congruency with the literature, but it
be taken into account. The objective of the study is to dgvelshould be noted that the mechanism operates on all types of
several techniques for controlling mobile spam by allowintMS sessions, including voice and video calls, text mesgagi
the customer to decide which messages should be considezed push-to-talk. Two modules are used in the proposed
spam. Furthermore, it is noted that any devised solutionlsho architecture, namely a session volume analyser and cardurr
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session analyser. The modular design of the CPA allows newly accepts XML documents in the form of the spit-policy
technologies to be added when they become available. Galhema proposed by Tschofemigal. [12], which is based on
pattern analysis is performed on each caller's usage kistdhe well-known common-policy schema [8].
whenever they initiate a session.

The session volume analysis module detects an abnormal IV. | MPLEMENTATION
volume of session initiations (regardless of whether or n@t core Proxies and HSS
the sessions are successfully set up) and adjusts the'saller

spam probability score appropriately. The concurrentisess

analysis module detects an abnormal number of concurr&ftKUS OSIMS (Open Source IMS Core) [4]. The OSIMS
sessions and increases the caller's spam score if the nunf@fect provides an open source implementation of the three

of concurrent sessions exceeds the amount that would be &S CSCFs: Proxy, Interrogating and Serving. The OSIMS
pected of a legitimate caller. This module is only applieatol CSCFs were chosen for the test-bed as they are open source,

sessions that can occur concurrently, i.e. multimedidaess Provide an excellent standards compliant solution, and can
The server appends an appropriate spam probability score®#POrt @ huge volume of SIP signalling as the project extend

its own IP address and inserts this string to the @tPheader, the highly efficient SER (SIP Express Router). The Home
as described by Wingt al. [13]. Subscriber Server also forms part of the project although th

\iesswritten in JAVA.

The IMS core network is implemented using the Fraunhofer

The Authorisation Engine takes input from several sourc
in order to make an authorisation decision regarding a n
. . . Tﬁv Call Pattern Analyser
session attempt. The server requires three sources of infor
mation: the XML rules, downloaded from the Rule Database; The design of the Call Pattern Analyser (CPA) in the
the network’s default rules, a set of static rules definednay tprevious section calls for two modules to collectively gasa
network operator; and the SIP request itself. The Authticiea Spam probability score to a particular session. The modutes
Engine may also take auxiliary information deduced by tHbe session volume analyser and concurrent session analyse
server itself into account, such as the time of day or day Bch module is responsible for assigning an integer Spam
the week. Probability Score (SPS) to the call history in the range [0,
The Authorisation Engine may either block or allow thé.00].
session, or challenge the caller with either a computationa In this implementation the session volume analysis module
puzzle or a Turing test. The computational puzzle requiras t is configured with two parameters for each media type: a
the callers UA solve a computationally expensive problech asliding window time period, and the maximum number of
return the answer before the call is allowed [2]. The Turingessions that are allowed during this window. The module
test requires that the caller identify a distorted graphiawdio subtracts the time window from current time and calculates
clip - these are also known in the Internet as CAPTCHAs. how many sessions of that type where initiated during this
There are several header fields that the Authorisation Engtime. Equation 1 shows how the spam probability score for the
examines in the SIP request, including Wia, To, P-Asserted- call volume analysis module is calculated. The numerator is
Identity, Contact and Content-Typeheaders. Recall that thereduced by one so that a user who makes exactly the allowable
Spam Probability Score is co-located with the Call PatteMplume of calls is not given a spam score. The division is a
Analyser IP address in thda header. Th@o header indicates modulus division so any non-integer remainder is discarded
which XML rules to download from the Rule Database and
the P-Asserted-Identitheader determines the identity of the
user that initiated the session. TBentactheader field shows ~ SPScaii—volume = 10 {
the IP address of the user agent client that, likeRh&sserted-
Identity, may also be subjected to rules such as blacklisting. The implementation of the concurrent session analysis mod-
The Content-Typéneader shows what type of session is beingle is not difficult because the CPA stores the number of
started; for example, multimedia, text-message, or otlserw active calls for each user. The module has only one adjuestabl
The Rule Database is an XDMS (XML Document Manparameter - the allowable number of concurrent sessiors. Th
agement Server) that provides an XCAP (XML Configuratiospam probability score calculation shown in Equation 2 is
Access Protocol) [6] interface for interaction with useuigg Similar to that for the session volume analysis module.
ment and other network elements. 3GPP defines the connection
to the XDMS as the Ut interface and the protocol as HTTP.
The XDMS is also responsible for other tasks, including SPSconcurrent = 10 {
authorising the users that attempt to upload or modify any
documents, and checking that all uploaded documents ate welA weighted average of all the module scores is then
formed and valid. If an unauthorised user attempts to uptwadcalculated and appended to the SIP message as it traverses
modify a document, or if the XML of an uploaded documerthe proxy. The CPA is implemented in the C programming
does not parse correctly, then the XDMS is responsible flanguage using the oSIP library. The server is located in the
responding with an appropriate error code. The rule databaser’'s home network and is invoked only on terminating calls
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C. Authorisation Engine §‘ §‘

In the proposed architecture the Authorisation Engine acts Ca..pana.yser AumrEngm
in either proxy or user agent server mode depending on the
outcome of the authorisation decision. If, for example, lleca

3101 N
appears on the target user’'s whitelist then the call must be
allowed to continue uninhibited. In this case the servet wil e 0 0 ’
I-CSCF §-CSCF P-CSCF

simply act as a proxy, similar to the CPA, with the exception  caer Callee

that the AUthO”S.aFlon Er‘g'”e does_ not need to a(Rbaor.d- Figure 3. The Call Pattern Analyser and the Authorisatiorgii® are
Routeheader as it is not interested in any future transactionsyfl,ersed in a serial fashion.

the SIP dialog. However, if the authorisation decision resgu

that either a computational puzzle or Turing test is reqlire

then the server is required to terminate the call itself, toug chance of the test being illegible or inaudible for legittma

act as a UAS. callers.
, If a rule dictates that a Turing test must be completed
D. Computational Puzzle then the Authorisation Engine UAS answers the session on

The proposed spam prevention architecture requires thahalf of the intended recipient. If the session containislaos
there be a method by which to challenge the caller witomponent then a visual CAPTCHA is streamed to the UAC,
a computational puzzle. Such puzzles are also commonmlyif no video component is defined then an audio CAPTCHA
referred to as hashcash puzzles as they are often basedsamsed instead. Alternatively, a combined audio/videeastr
hashing algorithms. The implementation of the computationcan be used. In all cases the caller is required to identiy th
puzzle is based primarily on the Jennings’ Internet dréfft [Svisual or audio characters and type them into their IMS tlien
The draft discusses a method by which a server can calcul@iteese characters are transferred to the Authorisationngngi
a computational puzzle of variable difficulty using a SHALsing the SIP MTIFY request, in a similar fashion that DTMF
hash [3]. tones are transmitted over SIP signalling.

The server constructs a string by concatenating a randomf the caller correctly solves the CAPTCHA then the UAS
number, the current time and various header values fraends a SIP RFER message to the UAC. The URI in the
the SIP request. The string is then hashed with SHA1 RerFerR method includes in theRefer-To header [11] the
create what is known as the pre-image. The pre-imageadsginal SIP URI of the intended recipient plus an additiona
concatenated with the strirgPhG4bKand then hashed againtoken made up of pseudo-random characters included as a
with SHA1 to create the image. The SHAL hash is used sinO®I parameter. This token indicates to the Authorisation
it is very quick to create a hash but almost impossible ®ngine that the caller has previously passed the Turing test
find the input value of the hash without trying every possibl€@he supplied token can only be used once and expires after
combination of alphanumeric characters. The puzzle difficu 3 minutes, thus the UAC is required to re-initiate the call
is determined by a parameter known werk The value of immediately or otherwise risks having to pass another Turin
work determines how many bits of the pre-image are set t@st if the token expires.
zero. The image, pre-image and work values are then sent . .
to the user agent client that must attempt to recreate the p'?e Session Routing
image using a brute-force method. The difficulty of the pazzl The two application servers of the proposed spam preven-
increases exponentially as the number of work bits inceeaston architecture must be traversed in a serial fashion, as

If a rule states that a computational puzzle is required tisBown in Fig. 3. Every session must traverse the CPA so that
Authorisation Engine proxies the request to the UAS, whidhe element correctly identify the amount of calls origingt
then generates a random string. The string and the amounfrem each user but only sessions destined for users who have
work required are sent back to the UAC ir4a9 with puzzle subscribed to the spam prevention service need to travesse t
SIP response. In the proposed architecture the difficulty 8fithorisation Engine.
the puzzle is related to the Spam Probability Score extacte Every IMPU in an IMS network is associated with a service
from the session request. Thus a session with a high sparafile that contains zero or more initial filter criteria tha
probability will be required to solve a harder puzzle tham orfletermine which services are invoked for the differentisess

with a lower score. types. In the case of the spam prevention architecture thie us
_ requires two initial filter criteria. The first specifies thall
E. Turing Test INVITE and MESSAGE requests must traverse the CPA. The

The Turing test server is implemented as a SIP UAS usisgcond initial filter criterion states that these same rsigue
the eXosip library for signalling and the Gstreamer framdwo must traverse the Authorisation Engine for those users who
for media delivery. The Gstreamer framework encodes thave requested it.
video in the H.263 codec and the audio in the MPEG layer The order in which these application servers are traversed
1 codec and transmits the stream over RTP to the UAC. Tlsevitally important, as the Authorisation Engine relies on
codecs were chosen for their high quality so as to reduce thérmation inserted into the SIP message by the CPA. For



100

this reason the initial filter criteria are given integeropity s00
values, zero being the highest priority. Thus it is essetttat a0of
the CPA initial filter criterion priority value is lower thathat
of the Authorisation Engine.

The initia_\l filter criteria are assigned trigger points that oursesson] o
match particular SIP messages. In the test-bed the trigger
points match SIP NvITE and MESSAGE requests on the % @ a0 ao w0 9
terminating leg of the session. The initial filter criterisa Tme®
specify the URI of the application server to which the requesigure 4. Session volume analysis module evaluation esuicenario 1.
should be forwarded.

The S-CSCF adds the address of the next application server 500 ‘ ‘ ‘ ‘ ‘ 100
to be traversed to Routeheader, hence ensuring the request
with be transmitted to the server using regular SIP loose
routing rules. The S-CSCF also adds its own address to a
secondRouteheader so that, once the application server has
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been traversed, the request will be routed back to itsedtteSt 100
information is added to this secorfRoute header in order o5 T T 4608
to inform the S-CSCF which filter criteria have already been Time (s)

processed, thus avoiding a routing loop. Figure 5. Session volume analysis module evaluation mesuicenario 2.

V. EVALUATIONS AND RESULTS

A. Session Volume Analysis Module B. Concurrent Session Analysis Module

The evaluation is conducted with the SIPp traffic gener- The allowable concurrent session parameter is kept canstan
ator [1] acting as both UAC (User Agent Client) and UAShroughout the evaluations at a value of four so that each sce
(User Agent Server). The network is configured so that 0onjyario can be compared fairly. This value is chosen arbiytari
the CPA is invoked and not the Authorisation Engine. but it is unlikely that a legitimate caller would be involved

In order to make reliable comparisons the maximum segr more than four concurrent calls or text conversationshEa
sions per minute parameter is held constant at a valuesef evaluation is allowed to run for ten minutes from a cold start
(sessions per minute) throughout these evaluations. BV The signalling is identical to the session volume analysis
was chosen because it was found in the available call recofgdule evaluations in that the UAC sends awIire to which
that legitimate callers rarely exceed this limit. The eadilons the UAS responds with a 180 Ringing response followed
run for a total of 10 minutes each from a cold start, i.e. thﬁ,o seconds later by a 200|Qesponse_ However, in these
CPA has no previous record of the caller. evaluations the length of the call is adjusted in the various

For each of these sessions the UAC sends mMITE scenarios in order to show how the session length affects the

addressed to the UAS. The UAS immediately responds wiimber of concurrent sessions and the corresponding spam
a 180 Ringing provisional response followed by a two secor@ore.

delay and then a 2001Ofinal response. On receiving the final Two scenarios are considered for evaluation:
response the UAC sends arcA request, followed by a five
second delay and then avB request. The UAS then replies
with a 200 x message confirming the end of the session.

For brevity only two different scenarios are considerede Th
scenarios are chosen so as to test the range of spam scores
therefore in each of the scenarios the UAC initially geresat
sessions at 10 times the allowed rate. The sliding window
periods are chosen to fit within the evaluation time.

1) The UAC generates sessions at 80m. After five 1000 : : : : ‘ 100
minutes the UAC slows its rate to 3®PM. The sliding
window period is four minutes.

2) The UAC generates sessions at 68Mm. After five
minutes the UAC slows its rate to 38M. The sliding

1) The UAC generates sessions at a rate of $80. The
session length is 15 seconds.
2) The UAC generates sessions at a rate ofsB® that
increases by BPM every 5 seconds. The session length
' is 15 seconds.

The results of the evaluations are depicted in Fig. 6 and
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The results of the evaluations are graphed in Fig. 4 and o T T a— e e
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Fig. 5. The graphs show the time scale in seconds on the
horlzontal axis, the total session VOIume. Scal? on the iaé s Figure 6. Concurrent session analysis module evaluatisultse- Scenario
axis and the spam score scale on the right side axis. 1.
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VI. CONCLUSIONS ANDFUTURE WORK

This work has proposed a spam prevention architecture
for IMS networks and implemented it in a practical network
testbed thus demonstrating proof of concept. The elemédnts o
the architecture were submitted to several evaluationsitand
was found that the elements behave correctly under testing.
Furthermore, it was found that the computational puzzle was
able to dynamically slow the rate of session initiation shmmw
that this is a feasible solution for practical networks.

Due to limited space only a brief humber of evaluations
could be presented. In future work these evaluations will

Fig. 7. The horizontal axis shows the time scale in secongss extended and the proposed elements subjected to more
the left vertical axis shows the total session scale andigi r vigorous testing. Furthermore, the overheads associaitd w
vertical axis shows the spam score scale.

C. Computational Puzzle

the proposed solution were not discussed and this too is left
for future publications.
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