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Abstract — All well-governed organizations should be
able to demonstrate due diligence in ensuring regulatory
compliance in applicable fields, including IT. Within the
field of IT, a relatively new computing paradigm, cloud
computing, is being adopted by organizations around the
world. There are concerns regarding compliance with
cloud computing. This paper highlights these concerns,
and proposes a high-level set of guidelines for cloud
computing regulatory compliance.

Index Terms—Cloud Computing, Cloud computing
compliance

I. INTRODUCTION

The importance of proper IT governance has become more
apparent in recent years. There are now well-recognized
standards and guidelines for IT governance. It has been
highlighted for a number of years that IT governance should
be the responsibility of executive managers, and not a task
to be undertaken by the IT department of an organization
alone.

Compliance is a fundamental component of IT
governance. An internationally accepted standard for IT
governance [12] lists conformance as one of the six
principles of good governance. Organizations should
therefore, clearly be concerned with ensuring IT
compliance. Well-governed organizations should be
compliant with the laws and regulations, as well as with
internal policies and practices.

Cloud computing is a development in the field of IT,
which is being adopted by organizations today. Cloud
computing is a computing paradigm which is associated
with many potential business benefits for organizations.
There are, however, various concerns about cloud
computing. These include concerns about how organizations
using cloud computing will be able to demonstrate
compliance, which is an integral component of governance,
as pointed out earlier.

This paper discusses concerns that organizations have
about using cloud computing services in a compliant
manner. It then proposes a set of guidelines that could be
used to assist in demonstrating due diligence when
embarking on the process of deciding on the adoption of
cloud-computing services within organizations.

Il. METHODOLOGY

As stated in the introduction, there are concerns regarding
demonstrating compliance when adopting cloud-computing

solutions. The objective of this paper, therefore, is to
describe research that has been conducted to develop, with a
set of guidelines, what could be used to assist IT managers
in demonstrating regulatory compliance when adopting
cloud-computing services. From a methodological point of
view, the design-science paradigm, as described by Hevner,
March, Park and Ram [10], for the design of business-
oriented solutions by means of artifacts, in this case
guidelines, was followed. The guidelines that will be
described have been formulated, following a literature
review and interviews with IT managers and legal experts.

The legal experts that were interviewed are both
professors of law with jointly over 32 years of experience in
the field. The IT manager is well qualified in the field of IT
management, and has many years of experience in this field.

From the literature review and the interviews described
above, a set of guidelines for regulatory compliance in the
adoption of cloud computing has been concluded. The
guidelines have been verified through a case study at a
South African university, which has followed the guidelines
in the adoption of cloud-based emails for students at their
university. Before the guidelines are explained, however, the
importance of IT compliance and the concerns relating to
compliance with cloud computing specifically are
elaborated on.

I1l.  THE IMPORTANCE OF IT COMPLIANCE

The word ‘comply’ is a verb that expresses the idea of
acting in accordance with something. To comply can also
mean to obey, abide by, adhere to, or to conform to [4].
Organizations that are compliant are those which meet the
obligations placed on them by regulatory bodies and
internally adopted policies and standards.

There are various reasons why organizations would want
to demonstrate their compliance. One clear reason for this is
that all organizations are under legal obligation to
demonstrate compliance with applicable legislation. Failure
to do so could result in fines or even imprisonment [9].

Ensuring compliance is also an integral part of good
governance [12]. Good governance in organizations is
desirable. Research highlights the benefits of demonstrating
good governance [12]. A lack of governance can, likewise,
disadvantage organizations.

As organizations become more reliant on information
technology (IT), it is appropriate that IT governance should
receive attention in any organization. IT governance should
be an integral part of the overall corporate governance
exercised in any organization. Organizations should,
therefore, demonstrate compliance with  IT-related
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regulations and internally adopted standards and policies.
This article focuses on regulatory compliance.

Countries have shown that they recognize the need for
legally enforceable guidelines for the acceptable use of IT.
Legislation which addresses these issues, such as the
Electronic Communications and Transactions Act [26], the
Electronic Communications Act [28] and the USA
PATRIOT Act [30] has, therefore, come into existence.

All organizations are, consequently, obliged to be aware of
applicable national, international and/or sector-specific
regulations relating to the use of IT, and to comply with
these regulations.

Cloud computing is a relatively new way of computing
that has generated a lot of interest. There are, however,
concerns with regard to compliance associated with cloud
computing. The next section discusses these concerns.

IV. CLOUD COMPUTING AND COMPLIANCE

Fundamentally, cloud computing has to do with the
provisioning of services, platforms and fundamental
computing resources (infrastructure) as services over the
Internet. Cloud computing can be simply explained by using
a utility analogy [6, 18, 19]. Organizations may make use of
a resource, such as electricity, from a utility company
without much consideration for how the electricity was
produced, or where it comes from. Likewise, cloud
computing makes it possible for companies to access
various IT resources and services from a service provider
with only a vague idea of where the resources are, and how
they work.

Potential benefits that can be derived from cloud
computing, such as increased flexibility and scalability,
greener computing, and support for more business
innovation, are enticing [2, 21]. Cost reduction is another
potential benefit that causes many organizations to be
interested in the cloud. Already organizations are making
use of various cloud solutions.

A study conducted by Chung and Hermans [5] explains
that “The view of a vast majority of decision- makers, is that
cloud computing is the future model of IT, and it is
definitely not a hype that will subside.” In addition, the
study found that a significant percentage (58 percent) of the
participating organizations are already using cloud-
computing services, or are expecting to adopt cloud
computing within the next 12 months.

Cloud computing is being adopted, despite concerns with
regard to issues related to compliance in the cloud. Quotes
highlighting the concerns of various authors in this regard
are shown in Table 1. As can be seen from these quotes,
there is often confusion about how existing legislature
affects cloud-computing solutions.

One reason why ensuring compliance may be more
challenging with cloud computing, is the fact that
organizations remain responsible for their own information,
regardless of where the information is kept. Organizations
with highly controlled environments may feel more
confident about ensuring compliance when they have direct
control over their information and systems.

When organizations move to a public or hybrid cloud,
however, they are likely to lose some measure of control.
Information may no longer reside on servers owned and

managed by the organization, but by a cloud-service
provider that may have a different business model, may be
in a different country, and may operate under different laws
and regulations.

e “Compliance with regulatory policies on data remains a
key hurdle to cloud computing” [14].
e “Continental also determined that compliance is the

greatest barrier to moving IT services to the cloud”
[17].

e “Courts will need to determine how existing laws may
or may not protect electronic communications and
content in this new computing model” [23].

o “Despite the growing popularity of cloud computing
services, there appears to be little opportunity for
judicial or legislative relief in the near future” [23].

e “Whatever regulatory environment is targeted, cloud-
based compliance is nearly always a nontrivial task”
[32].

e “Cloud computing has ‘unique attributes that require
risk assessment in areas such as data integrity, recovery,
and privacy, and an evaluation of legal issues in areas
such as e-discovery, regulatory compliance, and
auditing,” says Gartner [3].

e “As cloud computing becomes more widely used by
individuals and businesses alike and is increasingly
viewed as a cheap, convenient, and viable alternative to
the traditional desktop-computer platform, the law is
unfortunately still trailing behind the development of
new technology” [13].

Research has been done concerning applying certain
American regulations, such as the Stored Communications
Act (SCA) and the Electronic Communications Privacy Act
(ECPA) [29] to cloud-computing solutions. Researchers
have concluded that “The business model embraced by
many cloud-computing providers is incompatible with the
requirements of the Stored Communications Act” [23].

It has also been concluded that “there is a great deal of
uncertainty in how laws enacted in the mid-80s, such as the
ECPA, would apply to cloud computing” [13]. Lanois [13]
also reports that countries outside the United States refer to
the USA Patriot Act, which gives the USA government the
right to demand data, as a hurdle to the international
adoption of cloud computing. For lands of the European
Union, it is also necessary to take specific measures when
adopting cloud computing, to ensure compliance with the
EU Data Protection Directive [13]. It is, therefore, clear that
regulatory compliance may be a challenge, when adopting
some cloud- computing solutions in America and European
countries.

There are a multitude of cloud-computing options and
solutions; and these may each have different requirements
for regulatory compliance. Cloud computing is a very broad
term. There are various deployment models and various
deployment models that are considered to be cloud-
computing solutions [20]. Organizations may use any of
many types of software provisioned as a service, deployed
on either a public, private or community cloud.

Any of these would be a cloud-computing solution. In




addition, organizations may also use Platform as a Service
or Infrastructure as a Service. Service models deployed on
any cloud deployment model could still be using a cloud-
computing solution.

It is easy to see that there is a vast range of cloud-
computing solutions which vary in complexity and business
importance that can be used. Therefore, organizations need
to consider regulatory compliance requirements for each of
these potential solutions.

From the above, it is clear that the requirements for
regulatory compliance to which organizations would have to
adhere, would vary — depending on the regulations specific
to the country or countries in which the organization is
operating, and the type of cloud-computing solution being
used.

All organizations, should however, follow a process to
ensure that they will be able to benefit from cloud
computing in a compliant manner, before making a decision
regarding the adoption of a cloud service. Taking all of the
above-mentioned into account, this paper will describe a set
of guidelines that have been successfully utilized by a South
African university in the process of deciding to move parts
of their email service to the cloud.

Before the guidelines are described though, the importance
of compliance in the area of company email will be briefly
highlighted below.

V. THE IMPORTANCE OF EMAIL COMPLIANCE

Email is a necessary part of many organizations. As stated
by Schadler [25], “email is an entitlement, as ubiquitous and
expected as an office chair.” This is clearly shown in a
report by Radicati [27], which predicts that the number of
email users will grow from 1.4 billion users in 2009 to 1.9
billion in 2013. In addition, the report predicts that email
traffic will increase from 247 billion messages per day in
2009 to 507 billion messages per day in 2013.

Email is expected to become more pervasive, and to play
an ever-increasing role in both the personal and professional
lives of employees [1, 22, 25]. It is fair to conclude that, as
email loads increase, organizations will become more
dependent on this means of communication.

Email is, however, not merely a convenient form of
communication on which organizations are dependent.
Emails are electronic records for which organizations may
have legal responsibilities regarding the retention,
destruction and restoration of stored information [15].

There is much work and considerable cost involved in
maintaining an in-house email solution [25]. A Forrester
report has revealed that firms commonly underestimate the
full cost of email [25]. It is not surprising then, that many
companies contemplate cloud-based email solutions with
their associated potential advantage of lower costs [16].

The idea of email as a service is not new [8, 25]. Email-as-
a-Service or cloud-based email is one of the cloud services
that some foresee will have a marked impact on
organizations [1, 7]. In a recent survey by Forrester
Research, 49% of 53 large enterprises who responded to the
survey were busy evaluating an alternative option for
managing and providing email [31].

This research also asserts that “there aren’t many scenarios
where an organization could not benefit from hosting some

of its email services in the cloud” [31]. According to
Schadler [25], for mid-size companies, cloud-based email is
often cheaper than an in-house email solution. There are
other benefits associated with cloud-based email, such as the
ability to rapidly provision users and to assign IT
professionals to other business problems [25].

As alluring as cloud-based email may be, organizations
still have the responsibility to ensure that email is governed
and secured properly, and in such a way that compliance is
demonstrated. As mentioned earlier, cloud-based email
solutions may decrease the level of control organizations
have over their email. It does not, however, decrease the
responsibility [18].

It is, therefore, imperative that cloud-based email solutions
should be properly governed, in order to ensure compliance.

A detailed discussion of all the regulations pertaining to
email for companies in South Africa is beyond the scope of
this work. The following section, however, highlights a
general process and a set of guidelines that all companies
can follow to assist them in addressing compliance, when
moving to a cloud-based service.

VI. GUIDELINES FOR CLOUD-COMPUTING SERVICE
ADOPTION

Following the extensive review of the relevant literature
and interviews with legal and IT experts, it is possible to
deduce the following set of guidelines that could be used to
assist in the compliant adoption of cloud-computing
services. These guidelines can be summarized into five main
phases. Organizations should: 1) Identify cloud-computing
services that have real potential benefit for the organization;
2) identify the legal risks related to these services; 3) if
possible, negotiate a contract that will allow the organization
to demonstrate compliance; 4) if possible, adjust
organizational policies and/or procedures to benefit from the
service; and 5) identify alternate solutions if compliance is
not possible with the identified cloud-computing services.

A South African university (for the sake of brevity
hereafter referred to simply as: the University), which
provides each of about 25000 students with the necessary IT
services, such as email, has been used as a case study to
verify the usefulness and validity of the guidelines.
According to the University policy, email is an official
means of internal communication. In late 2008, the
university decided to provide all students with email, using
Live@edu. Staff emails are, however, still provided by the
University directly.

The decision to provide email in this way was based on
various factors. This paper, however, describes how the
need to demonstrate legal compliance motivated the
decision to use the guidelines above when planning the
adoption of cloud-based email.

The following five sub-headings describe the guidelines
for compliant adoption of cloud-computing services. In each
sub-heading the manner in which the University applied the
guideline is also explained.

A. Identify service benefits

IT should always be used in a manner that benefits an
organization. It would be unwise to invest in a service that
does not add value to an organization in some way. Cloud



computing, in general, has a number of benefits commonly
associated with it. These include cost reductions, more
business flexibility and greener computing. The extent that
an organization would be able to realize these benefits
would obviously depend on various factors. The first step,
therefore, is to identify what benefits an organization would
expect to receive when adopting a cloud-computing service.
The organization would have to determine whether these
benefits are likely to be achieved, whether they are worth
whatever expense and effort would be involved with the
change to using a cloud-computing service, and how they
plan on measuring the anticipated benefits.

An immense incentive for using Live@edu to provide
email at universities is that Microsoft provides this service
for free. Cost reduction is, therefore, definitely a benefit that
universities would derive by moving their email to the
cloud. There are additional benefits associated with using
Live@edu. With Live@edu, users have access to 10 GB
inboxes, as compared with the 20 MB inboxes that the
University could offer users previously.

Besides offering a free email service Live@edu, provides
access to other services for free. These include access to
instant-messaging services and the ability to store 25 GB of
data online. It is, therefore, clear that there are very
significant benefits that the University would achieve by
using the Live@edu set of cloud-computing services. In
fact, it could be said that the University would be remiss if it
did not investigate this propitious solution. Even potential
solutions with such tremendous benefits, however, cannot be
adopted without considering the legal risks associated with
them.

B. Identify legal risks

The law, together with the principles of good governance
and ethical considerations all mandate that the legal risks
associated with an opportunity are identified and given
appropriate  consideration. To identify legal risks,
organizations might firstly need to identify the pertinent
regulations, and investigate these to determine the legal
requirements associated with the service. Identified legal
requirements can then be compared with how the cloud
service providers (CSPs) implement the service to deal with
these legal risks. These steps are expounded and made
clearer below, by explaining how they have been applied at
the University.

1) Identify the legal and regulatory environment

There are several South African laws, which have a
bearing on email management in South Africa. These
include the Electronic Communications and Transactions
Act (ECT), 2002, the Companies Act, 2008, and the
Regulation of Interception of Communications and
Provision of Communication-related Information Act
(RICA), 2002, as amended [9].

Giles [9] and Lisa Thornton Inc. [15] highlight various
topics of email law. Some of these are summarized below.

e Interception of emails — The RICA and the ECT Act
explain when it is lawful and when it is not to intercept
emails. Interception of email is, in some cases, required
to facilitate the appropriate retention and production of
emails.

e Agreements made using email — legally binding

agreements can be concluded using email.

e Personal information and email — the Protection of
Personal Information Bill requires that personal
information be protected. Email addresses are personal
information.

e Email as evidence — emails may be used as evidence if
the integrity and reliability of the email can be
demonstrated.

e Retention of email — the law may require the retention
of certain emails. These should be retained, in such a
manner, that the integrity of the email may be ensured.

Once an organization is aware of the specific legal
requirements that are applicable to the service under
consideration, they would then be able to identify the legal
risks, by investigating how the potential service is provided
by a CSP, and what service level agreement (SLA) the CSP
makes available.

2) Determine how the service is provisioned

Based on the legal requirements identified in the previous
step, organizations are now able to gather information about
how the service is provided by a CSP, in order to determine
whether the information is handled in a manner which
enables them to demonstrate compliance or not. The
information they may need to consider may include, for
example, what security measures the CSP have in place.
Where will the organization’s information be held by the
CSP? How long will the CSP hold the information for? Who
do they share it with; and how is information destroyed?
What type of SLA does the CSP provide?

Live@edu provides universities with a level of control
over the email service provisioned by Microsoft. University
administrators retain the ability to create and delete accounts
via a management interface. University administrators are
also able to access reports, such as: service usage and
summaries of messages sent, received and failed for the
university’s domains. In addition, university administrators
can carry out searches across multiple mailboxes; they can
control who can send emails to specific users; and they can
filter emails to users. This is very beneficial, taking into
account that messages are stored in data centres around the
world.

In completing the above-mentioned steps, the University
identified the following potential legal risks:

e  There was uncertainty about compliance with laws for

the legal retention of emails.

e There was concern about whether emails will have
due evidentiary weight in the case where such an
email has to be used in an investigation, if the service
is provisioned in the cloud.

e There were concerns about how international laws
would affect the way the university’s information
would be able to be accessed.

e Concerns about liability were also highlighted. If
email is “hosted” in the cloud, the underlying
agreement had to be thoroughly checked, so that
problems that could arise would not cause liability on
the part of the university.

As shown above, a comparison between legal
requirements and the answers to questions about service
provisioning by the CSP would help organizations to
identify legal risks. Organizations then have the task of



attempting to mitigate these risks.

C. Get contract in place

Once an organization has determined, which legal risks
would need to be addressed, before outsourcing a service to
a CSP, the organization may be able to mitigate some of
these risks by negotiating a contract with the CSP. This
contract may be able to demonstrate how the organization
and CSP would be able to agree to a way of provisioning the
service in a manner, which would allow the organization to
demonstrate compliance. CSPs may not be willing to
negotiate contracts with individual organizations, though.
Legal risks may, in such a case, still be mitigated by
adjusting the organization’s policies, procedures and
technical controls, however.

The University chose not to negotiate a contract with
Microsoft for the provisioning of their email. They were
willing to accept the standard contract provided by
Microsoft for the provisioning of students’ email. The legal
risks identified in the previous step would apply primarily to
communication between staff or between university
administration and students.

The University, therefore, decided to mitigate these risks
by using the following two steps: steps D and E below.

D. Adjust policies and procedures

If organizations are not able to mitigate legal risks to an
acceptable level, they would have to find another way of
getting the service they want. The solution may be to
improve IT services within the organization. Using a hybrid
cloud-deployment model could also enable organizations to
benefit from some of the benefits associated with cloud
computing, while avoiding certain legal risks.

The University chose not to use cloud-based email for all
university email. Instead, they chose to use cloud-based
email for students, and keep using an in-house solution for
the staff. This not only mitigated the legal risks, which were
a concern for them, it also provided the university with a
chance to evaluate the cloud-based solution with a subset of
their users.

E. Reject service where necessary

Organizations may be able to change their policies and
procedures to mitigate the legal risks associated with using
cloud-based services. They may, for example, adjust how
they manipulate information before it is given to a CSP.

In the case of the University, policies where adjusted as
follows:

e The ICT core SLA was adjusted to indicate that the
availability of email would be: ‘As per Service
Providers (Live@edu)’ for all students.

e All emails to or from students for staff members
are retained on internal email servers. As stated
earlier, the University has chosen not to outsource
staff email. Email sent by staff is therefore,
retained on internal email servers. In like manner,
emails sent by students to staff are also retained
internally. In this way, the matter of important
business emails is addressed. There is still,
however, the question of whether the University
should take vicarious responsibility for emails from

students to other parties — for which there would be
no record on the university systems.

Although this paper focuses particularly on regulatory
compliance, it is worth noting here that the step of adjusting
internal policies and procedures, before adopting a cloud-
based service, may be essential to ensuring that the company
shows internal compliance. Organizations should carefully
assess their contracts, to ensure that any legal liability is
minimized.

By following the above-mentioned process, organizations
should be able to identify and mitigate the legal risks
associated with the adoption of cloud-computing services.
Although the steps outlined are intuitive and simple, it is
advisable to consult with legal experts during this process.
IT experts and other staff who have not been trained in the
law, may be ill equipped to be able to draw up legally
binding contracts and to be able to apply the law in context.
By following this process though, business and IT
management are able to show that they have demonstrated
due diligence, which is important from a modern IT-
governance perspective.

Lastly, it is important to note that the guidelines described
here are to be used repetitively. It is essential that
organizations continue to investigate the opportunities that
become available as laws and technologies, since services
change and mature.

VII. CONCLUSION

Ensuring IT compliance with legal and regulatory
measures is an essential part of ensuring that an organization
is well governed. All organizations are required by the law,
principles of good governance and principles of ethical
behaviour, to take due care in demonstrating regulatory
compliance. A set of guidelines that can assist managers in
doing this has been concluded and described. The guidelines
have proved to be of value in a real-world example of a
South African university, which has applied them in the
process of deciding whether and how to implement a cloud-
based email service. It is believed that these guidelines
could be applied in similar instances, where organizations
are investigating the use of cloud-computing services.
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