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Abstract—A communication session always happens
between people and people are social members involved
in different social groups. We thus bring in social
networking to our intelligence networks to improve the
network efficiency and to make better use of human
resource. This paper especially addresses the trust
relations of social people regarding to service delivery in
communication networks. We define the trust system as
four facets of service user’s experience, neighbor’s
evaluation, service domain’s certificate, and service
user’s self-recommendation. We further develop a way to
individually calculate the trust fidelity on these four types
of trust. We then testify the practicability of the trust
system by applying it to the service delivery part of the
intelligence networks.

Index Terms—Trust, service delivery, intelligence
networks, social networks.

I. INTRODUCTION

HIS paper focuses on setting up a set of trust system in
intelligence networks and calculating the trustworthiness
of service involvers in the networks.

In the recent few years, trust has been attracting more and
more researchers in computer and communication networks
besides those in social networks. Most people majoring in
Internet or e-commence look at trust in order to avoid attacks
due to the popularity of anonymity trust in computer world,
whereas this research uses trust scheme to deliver the service
with a better quality.

Research on Quality of Service (QoS) includes not only the
researches on bandwidth, jitter, or error bit rate, but also those
on the completeness of processing a service, such as how
successful a service can be or how a service can meet the
satisfaction of a user to the most.

We take up social networks and social networking in terms
of relationships among individuals in a single service session,
rather than relations among many communities, or relations
with many communication events. We focus on the
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trustworthiness of two service involvers — the service initiator
and the service receiver, e.g., how the depth the service
initiator trusts the service receiver will affect the quality of
service delivery in intelligence networks.

This paper is organized as the followings. Section II
prepares the social networks and the intelligence networks as
the background of the trust system. Then we set up the
concept of the trust system in section III and develop the
calculation methods of the system in section IV. In section V,
we apply the trust system to the intelligence networks.

II. TRUST IN SOCIAL NETWORKS

Because a communication session always happens between
two or more socially related people, the study on social
networks is extremely necessary for communication research.

A. Social Networks

“Social networking is built on the idea that there is a
determinable structure to how people know each other,
whether directly or indirectly.” [1]

Early in the 1930’s, people begun to study social members’
relations and describe these relations by using the members as
dots and their relations as lines [2]. Meanwhile, some
researchers began focusing on social groups, such as family,
work, associations, and clubs, within social systems, for easier
analysis [3]. In 1960s and 1970s, people further explored the
mathematical basis of social structure. They drew algebraic
models of social cliques and establish concepts such as the
strength and distance of connections using theory and
multidimensional scaling [3].

Social networks involve many angles, and trust between
two users is one of the key aspects. The study on trust helps to
disclose how people reply on each other and determine how
they are able to treat each other in communication sessions.

Most current researches of the trust in social networks
involve trust in a domain, such as trust in e-commerce [4] or
trust on Internet [5]. Some other researches specially focus on
the trust degree of service involvers in a single
communication session.

B. Related Research

In general, we evaluate the trust of service involvers in a
communication session by trust degree. This evaluation
theory shows significance especially in the researches that
emphasize on the service delivery and service management.

We have done research on applying human intelligence to
future generation network [6]. In this type of intelligence
networks, the trust system counts a lot regarding the
successful delivery of a service as much as possible.



The intelligence networks are the next generation networks
embedded with human intelligence. The intelligence
networks should be able to carry on a service like what a real
user normally does. Namely, the factor of human (e.g., the
availability and capability of the expected receiver) will
determine in what ways the service is delivered when the
network is physically suitable for delivering a service (e.g.,
the user is with a proper terminal and the networks work well).

The networks may carry out six possible policies of service
delivery according to the intelligence mechanism:

1) Successfully deliver the service to the receiver if all
requirements are met - “Success”;

2) Immediately deliver the service but with less satisfied
performance after getting the permission of the service
initiator - “Force”;

3) Postpone the service and wait till the communication
status of the receiver changes to be available - “Wait”;

4) Find an assistant receiver to assist the originally expected
receiver with the service — “Help”;

5) Thereceiver learn on how to deal with this type of service
from other experienced users — “Learn”;

6) Fail the service — “Fail”.

III. TRUST SYSTEM

Different from that in technical world where people
concentrate on the uncertainty of a process or a member in
pervasive areas, the trust in social network is prone to trust the
related buddy, instead of doubt the buddy.

In a trust relation, we call the person who trusts others as
trustor and the person whom is trusted by others as trustee.
We then authorize the trustee to show how trustful he/she can
be from his/her own side. The trustee may express his/her
trustworthiness by showing the capability of processing the
service, the availability for the service, and how much he/she
recommend himself/herself to be involved in the service.

An individual’s personal capability to handle a service is up
to two factors. One is his/her experience of dealing the same
type of service in the past (trust on time), and the other is the
trust degree of how much his/her social neighbors trust
him/her with this type of service (trust on neighbor). The
domain the user is currently in determines the availability of
the user to this specific type of service because a certain
service only happens and is valid in a specific domain (trust
on domain). The self-recommendation gives the trustee the
chance to declare how much enthusiasm he/she has to perform
the service (trust on self-recommendation). This factor is
determined by the social relations of the trustee and trustor.

We further group the above four trust abilities into two
categories: the service-loosely-coupled trust, including trust
on time and trust on neighbor, and the service-tightly-coupled
trust, including trust on domain and trust on
self-recommendation. The first category of trust is stable
because it represents the long-term trustworthiness of the
trustee. The second category of trust changes with every
service, and thus is instant and temporary.

We define the four angles of trust system in the following
subsections and illustrate these four angles as a 4-D space
model in Fig. 1:
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Fig. 1. Skeleton of Trust System in Communication Networks.

The Fig. 1 shows the four effective factors of trust at a
service point. A service point is the expression of one person
dealing with a specific type of service at a fixed time and with
a fixed neighborhood.

In this visual structure of the trust system, the trust on time
(“T”) is expressed as a vertical arrowed line of time axis, the
trust on neighbor (“N”) is shown as a plane perpendicular to
the time axis, the trust on domain (“D”) illustrated in circle is
parallel and intersects with the time axis, and the trust on
self-recommendation (“‘S™) sits on the time axis as a weighted
square dot.

A. Trust on Time

Trust on time is defined as the weighted trust fidelity of the
trustee in the most recent time periods.

We count trust on time by period instead of a single
moment. The length of the period is up to how frequently this
type of service is used in statistics, e.g., one day or one week.

The total number of time periods is set to be definite. In
each time period, the trustee has a fixed value of trust fidelity.

Moreover, the closer a time period is to the user, the more
this trust fidelity weighs, because the latest time periods more
truly reflect the trustee’s most recent capability of handling
the service due to inertia.

The time on trust can be expressed as in Fig. 2:

T

Fig. 2. Illustration of Trust on Time.

In the Fig. 2, the width of the vertical-line-marked bars on
the time axis is the time length of the period and all the lengths
are equal. The length of the rectangles is the trust fidelity of
the trustee in that time period.

Referring to these bars on the time axis, Trust on time starts
counting from time periods ¢_; to t_,, . The system excludes

the time periods that are earlier than ¢_;, in order to keep the

system up to date.

B. Trust on Neighbor

Time on neighbor is defined as the weighted trust fidelity of
the trustee with his/her socially related people - neighbors.



We count time on neighbor by the trust fidelity a cluster of
neighbors around the trustee. A cluster contains the neighbors
whose contact chances with the trustee are in a certain range.

Moreover, the closer the neighbors are to the trustee, the
more they deserve to appraise the trust fidelity of the trustee.

Trust on neighbor can be illustrated as in Fig. 3:
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Fig. 3. Illustration of Trust on Neighbor.

In the plane “N” of the Fig. 3, the square dot at the center
represents the trustee, the small circle dots represent the
weighed evaluation of the neighbors on the trustee, and the
chances that a cluster of neighbor contacts with the trustee are
depicted as the circles with different radius using the trustee
as the center.

The bigger the circle dots are, the more trust fidelity the
neighbors think of the trustee. The closer the circle dots are to
the center, the more contact times the neighbors have with the
trustee, and the evaluation from this cluster of neighbors
counts more.

C. Trust on Domain

Time on domain is defined as the availability of the trustee
for the service in a specific domain. In other words, trust on
domain is to test whether the service matches the domain
where the trustee is currently in at the time being.

The availability of the trustee not only means that the
trustee is physically available, such as with proper terminal,
but also implies how much reputation the trustee has in the
domain. The reputation in a domain is determined by the
trustee’s social position (or social relations with other people
in the domain) and affects the trust on self-recommendation.

Trust on domain can be expressed as in Fig. 4:

Fig. 4. Tllustration of Trust on Domain.

We are able to see how trust fidelity functions in domains
by contrasting the domain circles with the time axis in the Fig.
4, such as d; (upward-diagonal-marked circle) and d,

(horizontal-line-marked circle). The domain circles intersect
with the time axis and get a time length between the two
intersecting points. The length of the time segment represents
how much time the trustee is in the domain. The changed

domain projections on the time axis also reflect the trustee’s
mobility in different domains.

The different types of marks for these domain circles
represent the different trust fidelities of a service in different
social domains within the time segment. The domains have
different reputation effectiveness on a certain type of service
at a certain time.

A type of service may involve with more than one domain.
For example, a call to trustee’s cell can interact with trustee’s
home, office, club, or public domains.

D. Trust on Self-recommendation

Trust on self-recommendation is defined as whether a user
recommends him/her to conditionally accept the specific
service. It is determined by the trustee’s willingness to receive
the service and one’s social reputation in the domain.

Trust on self-recommendation is expressed as some
discrete values, and can be illustrated as in Fig. 5:

Fig. 5. Illustration of Trust on Self-recommendation.

In the Fig. 5, the trust fidelity of self-recommendation only
concerns a NP problem, either “recommending” or “not
recommending” himself/herself.

IV. CALCULATION OF TRUSTWORTHINESS

The same as previous work that bases trust degree on
numbers [7][8], this paper uses real number intervals as well.
The difference is that we add in the method of weighing the
selected parameters of trust.

We express a person’s trust fidelity on a specific service as
TR, TR c (0, 1) . We exclude the values of “0” and “1”

because they are untrue in the real world. It is impossible for a
person does not have any trust fidelity at all for the specific
service (TR =0) and there is also no perfect service in the
real world (TR=1). When O0<TR <1, the service can be
delivered in some specific manner with the assistance of the
network intelligence.

A. Trust Fidelity on Time
Trust on time is expressed as TR, (t—i) , where i
represents the i, time period in the past counting from the

current time point
Assume we count M time periods in the past and weigh

2x(M +1-1i)
M -(M +1)

this expression we can see that the weighing value wt;

each time period as wt; = , 1€ [1, M ] From

decreases when the time period is more passed, and also we
M

have z wt; =l to limit the trust on time between 0 and 1.
i=1



Thus the trust fidelity on time or we say the trust on the
trustee’s experience can be written as:

TR, (1 -1)
wiy, |x
TR, (t—M)
where the ¢ means time period. The TR can be expressed as
the following formula:

A 2x(M +1-i) }
TR, (1) = {—x TR(t—i)
; M-(M +1)

TR, = [wr, 1)

)

B. Trust Fidelity on Neighbor

Unlike the anonymity trust on Internet [9], the trust in
social network is based on the assumption that all the service
involvers know each other and have a certain amount of trust
fidelity on each other.

Each neighbor node in the Fig. 3 does not stand for a single
person, but a class of neighbors. The neighbors whose number
of chances to contact the trustee is in a certain range are
categorized into one cluster. For example, the neighbors who
have more than 1000 times touches with the trustee, are
categorized into the first cluster n; ; those with chances

€[100,1000) are in the second cluster n, ; those with chances
€[10,100) are in the third cluster ny; those with chances
€[L,10) are in the fourth cluster n, ; and those with no chance

are omitted.
Trust on time is expressed as TR j(n j), , Where j is the

Ju neighbor cluster far from the trustee in social relation.
We assume the trustee has N clusters of neighbors, i.e.,
je [1, N ], and each class has trust fidelity on the trustee.

Moreover, each class’s trust fidelity on the trustee is weighed
according to the familiarity of the cluster of neighbors and the
trustee. The closer their relation is the higher weighing value
the neighbors are able to give to the trustee, because a close
relationship means that this cluster of neighbors knows the
long-term behaviour of the trustee and thus the neighbors’
appraisal of the trustee is worthy of more trust.

We choose the normal function with the independent value
ne (O, z/ 2) as the weighing function. The reason of choosing

a normal function instead of a decreased liner function is that
the values of normal function can truly reflect the
trustworthiness of the neighbors on the trustee. See Fig. 6:
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Fig. 6. Weighing function of trust on neighbor.

In the Fig. 6, we let the n;, n,, n3, and n, individually
represent the 1000-time touch, the 100-time touch, the
10-time touch, and the 1-time touch with the trustee, and the
wn,, wn, , whz, and wn, are the weighing values that we

assign to the four neighbor clusters in sequence.
We first compare the weighing values of clusters n; and

n, . Even though the chances of the cluster », to interact with
the trustee are ten times as that of the cluster n, , but, actually,

after a 100-time touch, the neighbor has always known the
long-term personality of the trustee very well. Thus there is no
big difference between the wn, and wn, . However, there is

a huge fall of the weighing values between the cluster n, and
n, because neighbors in n, only contacts the trustee once,

his/her trust on the trustee is partial and temporary. Therefore,
it is essential to find out the quick-fall part of the weighing
function (e.g. the part between the wn, and wnj;).

We formulate the weighing values of trust on neighbor as

A . V4
wn; =—-sin
T N +1
cluster does not have any trust fidelity on the person. We have

N . -! N
A= —-sin - J so that wn; =l,
X s 7y )] s T

Thus we write the trust fidelity on neighbor as:

. jj. We assume the (N +1)m neighbor

TR, (n,)
1R, = [wnl wnN]X 3)

TR, (ny)

2 &AL (1 .
TRn(n)—;-;{7-sm(1v+l-ijTRn(nj)} 4)

C. Trust Fidelity on Domain

Trust on domain is up to both the availability and the public
reputation of the trustee in the domain. It cannot determine the
trust fidelity of the person, but will affect the level of it. Only
the person’s experience and appraisal from neighbors will
affect the person’s long-term trust fidelity.

Here we will explain at length the reputation of a person in
a domain. Normally, the higher the person’s long-term trust
fidelity is, the less the domain fidelity is able to affect the
person in a service deal. For example, if two presses write that
William (Bill) Gates is going to bankrupt, his check may still
be accepted by banks because people know that he will not
fail easily due to his extremely high social reputation.
However, if the two presses write that a normal person is
going to bankrupt, the banks will mostly refuse to accept
his/her check because of his/her low public reputation.

We express the trustee’s availability to receive the service
as Avai and his/her reputation in the domain as r . Thus the
person’s trust on domain, or how much the person’s
availability and reputation is going to affect the service
process, can be expressed as:

TR, = avai-r(av'TR'Jrﬁv'TR")
where a'+B'=1and re (0,1),

When the trustee is available in the domain for the service,
avai =1 ; otherwise avai =0.

Here, the trustee’s long-term  trust
(a“TR, + B"TR, ) [0,1] as well because a'+5'=1.

We assume r is a variable and (a‘-TR, + ,B'-TRn) is a fixed

5)

fidelity



value. We can get two results from the formula (5):
(1) When the service is available for the trustee ( Avai =1),

with the same reputation r , the higher the person’s long-term
trust fidelity is (the greater the &"TR, + S"TR,, is), the less the
reputation can affect the person’s trust fidelity on domain (the
lower the TR, is), e.g., 0.2349 = 0.2°° <0.2%' =0.8513.
(2) For the trustee with a fixed long-term trust fidelity
(a'-TR, + ,/J’"TRn)e [0, 1], the higher reputation he/she gets
from the public (the greater the r is), the better temporary
trust fidelity on domain he/she gets (the greater the TR, is)
because 7€ (0,1), e.g., 0.3162=0.1"° <0.9%° =0.9487 .

The following problem is to solve the intersecting problem
of several domains. Two factors need considering. The first is
the choice of the proper domains and the second is to calculate
the fidelity with the chosen domains. We name the virtual
service domain as D, and the reputation of D is TR, :

Subject: The operating service only relates to Domain 1 D, ,
expressed as D =D,;, and the reputation of the person in
Domain 1 is TR, then TR, =TR,,;

Subject: The operating service relate to Domain 1,2, ..., P,
expressed as D= D, (1D, ---(1Dp, and these domains are

intersecting but
TR, = TR, +TRd2P+”'+TRdP ,

Subject: The operating service relate to Domain 1, 2, ..., P,

exclusive, then

and all these domain include a subdomain Q, expressed as
D, c(D,ND,N-+"NDp), then TR, =TR, .

D. Trust Fidelity on Self-recommendation

We assume that, at a service point, the trustee is able to
recommend himself/herself to accept the service using a
constant S and the trustee is able to change it whenever
he/she would like to.

Trust fidelity on self-recommendation has two
determinants. The first is surely the availability of the trustee
because only when the trustee is available he/she is able to
recommend him/her for the service. The second is the
reputation of the trustee in domain. Only when the trustee has
a very good reputation then he/she is able to recommend by
himself/herself to get the service.

Thus we write the trust fidelity on self-recommendation as:

0<r<Cons

#
TR, = ©)

avai-S, Cons<rand avai=0orl

From the formula (6) we can see that only when the
trustee’s reputation is above a certain value and he/she is
technically available, he/she is able to recommend him/her to
continue process the service.

E. Trust Fidelity on All

From the above analysis, we describe the total trust fidelity
in the following formula:

TR,,,, =0 TR+ B-TR, +y- TR, + it-TR, O
where, o+ f[+y+u=1,
Each of the four aspects affects the trustee’s

trustworthiness from a specific angle.

V. EFFECT OF TRUSTWORTHINESS ON INTELLIGENCE

We apply human intelligence to the current networks so
that the intelligence networks are able to mimic human’s
abilities to deal with communication services and thus relieve
human from heavy communication life.

The intelligence networks have six ways of delivering a
service to the receiver. All the six ways are concerned with
social networking technologies in order to manage human’s
communications more effectively.

To choose the most suitable way of delivering a service is
up to the trustworthiness value of the receiver for the initiator.
We explain how this trustworthiness affects the choice of
service delivery in TABLE I:

TABLEI
EFFECT OF INITIATOR’S TRUST ON RECEIVER

Long-term trust

Trust on Trust on Trust on Trust on o
Time Neighbor Domain Self-recommendation Results
YES YES NULL Success
NO YES YES Force
YES NO NO Wait
NO YES NO Help
NO YES YES Learn
NO NO NO Drop

The long-term trust includes trust on time and trust on neighbor.
It stands for the trustee’s true personal trust fidelity. The trust on
domain relates to the service real time, thus it more presents the
trustee’s availability and reputation for the service in the related
domain. Trust on self-recommendation works only when the
trustee’s trust fidelity on domain reaches a certain value. The results
show what the best decision the intelligent network may make.

Here are the explanations for each row of data in the table:

1) Row I: If the service initiator trusts that the receiver is
fully capable of and available for the service (long-term trust
“YES” and trust on domain “YES”), the initiator will deliver
the service immediately (result “Success”) no matter whether
the receiver recommends himself/herself or not (trust on
self-recommendation “NULL”).

2) Row 2: If the service initiator does not trust the receiver’s
capability to implement the service (long-term trust “NO”),
but the receiver is available both physically and socially (trust
on domain “YES”), and he/she recommends himself/herself
to handle the service (trust on self-recommendation “YES”,
the intelligence mechanism will force the network to deliver
the service with less satisfied service quality (result “Force”).

3) Row 3: If the service initiator trusts the receiver is
capable of the service (long-term trust “YES”), whereas the
receiver is not available at the time being (trust on domain
“NO”) and does not recommend himself/herself for the
service (trust on self-recommendation “NQO”), the initiator
will indicate to postpone the service for a period of time till
the trustee changes to be available (result “Wait”).

4) Row 4: If the service initiator finds that the service
receiver is not able to handle the service (long-term trust
“NQO”) but is available (trust on domain “YES”), and the
receiver also does not recommend himself/herself for the
service (trust on self-recommendation “YES”), the intelligent
network will indicate the receiver to ask for help from



somebody else in the network (result “Help™).

5) Row 5: If the service initiator finds that the service
receiver is not able to handle the service (long-term trust
“NO”) but is available (trust on domain “YES”) and
recommends to process the service, the initiator will suggest
the receiver to learn from somebody in the network on how to
deal with the service (result “Learn’).

6) Row 6: If the service initiator knows that the service
receiver is incapable of, not available for, and not interested in
handling the service (long-term trust “NO”, trust on domain
“NO”, and trust on self-recommendation “NQO”), it will drop
the service immediately (result “Drop”).

Itis seen from the Row 3 and Row 6 of the TABLE I that if
a user is low in trust fidelity on domain (trust on domain
“NQO”), he/she has not right to recommend himself/herself to
get the service (trust on self-recommendation “NO”).

VI. CONCLUSIONS AND FUTURE WORK

“The Webster dictionary defines trust as 1) an assumed
reliance on some person or thing; a confident dependence on
the character, ability, strength, or truth of someone or
something; 2) a charge or duty imposed in faith or confidence
or as a condition of a relationship; or 3) to place confidence
(in an entity).” [10] Correspondingly, we define our trust
system in communication networks as trust on time (character
of someone), trust on neighbor (charge of duty of a
relationship), trust on domain (confidence in an entity), and
trust on self-recommendation. Altogether, the trust system is
able to reflect the full meaning of the general trust.

The previous work on trust most focus on the uncertainty
on Internet, peer-to-peer, or some pervasive networks. Yet
this paper emphasizes the structure and calculation of trust
system in social networks. What’s more, we apply this trust
scheme on the service delivery of intelligence networks to see
how it affects the design of communication networks.

We may have two methods to testify trust among people:
interviewing real people after they use the trust system or
collecting statistic data from simulation tools.

In the future, we need to do the following things in order to
build up a full trust system:

1) Fix and optimize the following constant parameters by
doing interviews with people or collecting simulation
data: M, N, A, a', B, S, Cons,a, f, A, and 1.

2) Implement the trust system in the intelligence networks.
By testing and comparing the network utility and human
resource efficiency of the intelligence networks, we will
be able to indirectly test how a trust mechanism affects
the true communication life.
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