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Abstract—Wireless  networks face  innovative

The first step in stopping intrusions is knowingemh
they are happening. More importantly it is impottemget

intrusion methods that have never been focused on advanced warning of a possible intrusion. Thenehmeen

wired networks. This paper describes a simple

inexpensive way to implement a wireless intrusion jn
detection system. The system takes advantage of theconsideration

unique features of wireless networks to implementhe

wired network design of a honeypot. The paper also

provides a script that allows the Atheros chipsetd be
modified to implement multiple wireless access poigs on
one wireless card.

Index Terms—Computer Network Security, Data
Security, Site Security Monitoring, Wireless LAN

I. INTRODUCTION

several previous proposals for using the methodsrited
this paper [2]. This paper however takes into
the advances in wireless security and
vulnerabilities to provide a simple method of impknting

a WIDS on a small scale.

Il. BACKGROUND

A brief background of threats faced by the 802.ddqzol
is covered in this section. Methods that can be tse
detect and mitigate these threats are also provided

W ireless networks have been a miracle for A. Wardriving
organizations that don't have time to set up wired wardriving is an activity that is nearly as oldveiseless

networks or simply cannot due to environmentalaricial

networks. Attackers set up a wireless sniffer inaa and

or physical constraints. Temporary offices have noghen drive around trying to pickup wireless netveofg].
become possible. Companies have reported larg@gsavi The major problem with this activity is that thestéackers

from not having to install wired networks. Theseisgs

come at the price of security. It is no longer 3seey for
an attacker to bypass firewalls on a wired networlget

onto an organisation’s network. Nor does he hawevsule
physical barriers. An attacker can now be sittingthe

coffee shop across the road and be on the orgemisat
network.

More frightening is when employees set up unauteoki
wireless networks that are connected to the wirsgvork.
Due to the ease with which wireless network carsdieup
the employees can easily set them up for validoremas
However the reason that wireless networks are Sptesset
up is that they come with a lot of default settinfjhese
default settings are usually known to attackers.

usually publish their captured data on the intefAptThis
allows others to use the data. Wardriving will ligcdssed
on more detail later in this report. It is generalgreed that
Peter Shipley invented wardriving [5], [6].

Depending on the knowledge and equipment avaitable
the hacker wardriving can be done either with aagdeal
of stealth or not.

The end point is that the hacker will connect te th
access point with the least security settings.

B. Honeypots

Honey pots are devices that were designed to e arse
wired networks. The idea was that the honeypot dvbalve
a lower security protection than the rest of themr@es on

The new practice of warflying enables attackers tthe network. A potential hacker would then targee t

quickly identify all the wireless networks in arear[1].
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honey pot first since it would be the easiest maehio
compromise. There are various methods of monitodng
honeypot. The goal is to know when and how a maghin
was compromised. This would give an indication that
intruder is present on the network as well as aiell of
skill.

C. Fake Access Points
The idea of fake access points was first develdped

Scientific and Industrial Research (CSIR) in PrieforSouth  wireless hacking group called Black Alchemy [7].€7h

Africa(phone: 012 841 2258 fax: 012 841 5025 email;

jvorster@csir.co.za).
This paper was funded by the Parliamentary Grant.

created a Perl script that created thousands ef &&kess
points that only exist for a small amount of tinlewas
therefore not possible for a hacker to make anyeations



to these access points. In essence the scripedrebaff to protocols on each fake access point. This meartsttiea
hide the real access point. access points can be configured with variant sscuri

The flaw in this method is that if a hacker morgbra protocols. The only clear guideline is that theesscpoint
given location near the real access point for g lperiod of security level must be below or equal to that ¢ tieal
time he would be able to determine that the reaksg access point. Wireless security has evolved fromeno
point. The real access point would be the only sepaint existent to a highly sophisticated security implatagon
that continually appeared on all his scans. system.

D. Wireless Intrusion Detection System

This paper describes how to integrate the concepts
fake access points and honeypots. The Atheros ethip Wireless IDS
allows a user to do several modifications. Real

Using the Atheros chipset it is possible to setome Nework e

network card to pretend to be several access pdifise
importantly it is possible for connections to bed®o each
of the access points. For ease of reading the siqm@nts

created by the wireless honeypot will be callec=fakcess Wieless Ao
points from now on to differentiate them from |égiate Pont
access points. However they still accept connestioade

to them.

The Wireless Intrusion Detection System (WIDS) wil Fake
monitor the wireless spectrum. The goal of the Wa® Acess
IDS is to detect nodes that connect to several &doess
points.

This paper describes a two stage framework for th
establishment of a wireless honeypot.

Ill. DESIGN
The wireless honeypot has only one requirement,
identify potential hackers. Identifying the physiteackers [Fake
may not be possible and is very difficult so wel w#ttle for PomntN

identifying the Media Access Control (MAC) addre$she
network cards the hackers are using.
Fig 1 shows a high level view of what the wireless
honeypot system would look like. A real access pexists.
This access point will connect to the organisation’ C- Wired Equivalent Privacy
network. A machine will also be set up to run thzdléss The first security protocol Wired Equivalent Priyac
IDS. The wireless honeypot machine will be set wp dWEP) was released in 1999. The WEP security pobisc
shown on the figure. The wireless honeypot will béased on the Rivest Cipher 4 (RC4) encryption stethd
assigned a valid Internet Protocol (IP) addressvener it With a secret key of 40 or 104 bits. The advedtisember
will have no connection to any other network. of 64 and 128 bits is misleading, only 40 or 10 lzire
The wireless honeypot can generate more any nuafberused for encryption [8]. The remaining 24 bits ased as
access points. The idea is to create a numbekefdacess the Initialisation Vector (IV) to encrypt the megsa The
points that will no seem suspicious. This means ifine 1V is the key to WEP security and the 802.11 stasidbes
area the Wireless IDS is to be deployed in contesnghly —not specify a correct usage of Vs, leaving the VéE&urity
N access points including the access point deplbyegur system fundamentally flawed [9]-[11]. The first siodn to
organization. Deploying up to N/2 fake access moover a the fundamental WEP security problems was to irserélae
month will not raise a lot of eyebrows. size of the WEP key, but as shown by J. Walker [12]
increasing the key size does not solve any of WEP's
security problems.

Fig. 1. Wireless Honeypot Setup.

A. Naming Conventions

Each access point has a Service Set IdentifierD)SSI
The fake access points should have SSID namestaaiot ~ D- Wi-Fi Protected Access
related. The names should also not be related avith of In 2003 the Wi-Fi Alliance released a security pcot
the SSID names for legitimate access points theuragear Wi-Fi Protected Access (WPA). WPA solved the IV
the Wireless IDS. This will prevent legitimate user problem by randomly generating IV’s and using arstia
connecting to a fake access point by mistake. secret key known as a Pre-Shared Key (PSK) to gamer
pseudo-random keystream equal to the 802.11 frame

B. Security Protocol payload [10]. The WPA vulnerability is an attackaatst

The wireless honeypot can implement different sgcur



the secret key. The mechanism to exchange the BSK iA. SSID

transmitted by the Temporal Key Integrity ProtoKIP). The following names were chosen:
The TKIP can be recorded by a passive listing @tatind « NID, No security Protocols.
then attacked with a brute force or dictionary igck. « CES, WEP implemented.

E. WPA2 » Pierre, WPA implemented.

Cina, WEP implemented.

Kepyt, WEP implemented.

Metric, WEP implemented.

¢ Asterix, WPA implemented.

¢ June, No security Protocols.

« Wadmin, No security Protocols.

e Sams, No security Protocols.

The names do not stand out among the rest of the

legitimate access points nor do they closely resematy of

the legitimate access point. Any one who tries eorthects
F. MAC to these fake access points can be reasonableedoaata
MAC addresses can also be used for security. Evewtential intruder. The Appendix contains the comds

network device has a unique MAC address. Most accd$at were used to create these fake access points.

points can be set up to limit network access tacgewith

a specific MAC addregs. These MAC addresses are nog Monitoring

concealed and can easily be spoofed.

WPA2 was designed according to the 802.11i standard
(the 802.11i standard was never commercially used).'
WPA2 will be included in the 802.11n standard. The
WPAZ2 security protocol utilizes the Advanced Entiyp
Standard (AES) encryption. WPA2 replaced TKIP with
Counter mode CBC MAC Protocol (CCMP). CCMP rotates
the encryption keys and uses message integritykst&8],
[14]. At the time of writing WPA2 has no publiclynawn
vulnerabilities.

The open source program Airodump which is parhef t
G. Physically Locating Wireless Hackers Aircrack suite of tools was used to monitor theehdss
Wireless hackers unlike wired hackers have tobsedo spectrum [16]. The program was configured to reaid

their target access point. This allows them to b#e MAC addresses that connect to the ten speacfiess

apprehended [15]. Physically locating wireless keskis points. These captured MAC addresses can then dedad
beyond the scope of this paper. to the blocklist of the firewall that protects thegitimate
access point.
The firewall blocklist is updated daily. There i® n

IV. |MPLEMENTATION network connection between the firewall and theefak
access points. The blocklist will have to be update
manually. This division prevents a hacker who
compromises the fake access points from havingsadce
the firewall.

A wireless network has been set up. This networktmu
be protected from intruders. There is only one sEg@®int
that allows access to the wireless network. Thengry
existence of the wireless network is to providesasdo the
wired network. The access point has the WPA sacurit
protocol implemented. A firewall has been setupnveen
the access point and the rest of organisation\warkt The ~ Wireless networks have allowed savings in time and
firewall allows all communication through, the onlymoney as they replace the need to install wiredvords.
exception is if the IP or MAC address of one of thdVireless networks however remove the need for tatlker
communication partners is placed on the firewdltisiist. 0 be physically connected to the network.

In this case the communication is blocked. There are other tools that allow administratorsiétect

Preliminary scans indicate that there are around 28e presence of hackers. However these tools arallys
access points found within scanning range of teediges. commercial. The goal of this paper is to presedésign of
Using different types of antennas gave differentes. a cheap easy to implement method that can be uged b

It was decided to use the results from the longgean @nyone who can setup a wireless network.
antennas since these are the ones used by thegogsped ~ The second goal is to move into using the knowledge
wardrivers. Based on this value it was decidedse ten 9ained implementing honeypots on wired networks to
fake access points. implement honeypots on wireless networks_. Wireless

The real access points that the system must proté@tworks have numerous advantages and disadvantages
employ WPA. This allowed the fake access points fghen compared to wired _networks. Hackers alreadywkn
implement both WEP and WPA. No access points wetre aloll\/t::t;étsaidgfavr\llitz%]:ssé Iggfvg:li‘gjgatﬁﬁeemptsmme
up with MAC address filtering since this method dam '
easily broken.

To break this method however requires a constant
monitoring of the nodes that connect to the acpesst.
Since we don’'t want hackers looking to closelytet hodes
that connect to the fake access points MAC addile=sng
was not implemented.

V. CONCLUSION

APPENDIX

The following commands were used to create two
wireless network access points (Note, athX mayediif
more than one Atheros card has been used):

#pccardctl insert



#wlanconfig athO destroy Wireless Telecommunications Symposium (WTS'05)

#ifconfig wifio up pp. 268 — 273, 2005.

#ifconfig wifi0 down [14]A. Wool, “A note on the fragility of the "Mickel"
#wlanconfig ath10 create wlandev wifi0 wianmode ap message integrity code,” IEEE Transactions on
#ifconfig ath10 channel 1 Wireless Communications, Vol. 3, Issue 5, pp. 1459-
#ifconfig ath10 essid NID 1462, 2004.

[15]F. Adelstein, P. Alla, R. Joyce, G.G. Richards
“Physically Locating Wireless Intruders,” in
Proceedings of the International Conference on
Information Technology: Coding and Computing

#ifconfig ath10 up
#wlanconfig ath11 create wlandev wifi0 wlanmode ap
#ifconfig ath1l channel 1
#ifconfig ath11 essid CES (ITCC'04), pp. 482, 2004.
#ifconfig ath11 up _ [16] Aircrack-ng. http://www.aircrack-ng.org. Lastcessed
The above commands can be replicated to createrall 27 March 2007.

access points.
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