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Abstract– The file fragment classification problem is important in data recovery, memory diagnostics and network
and forensic analysis. Security and forensic specialists
need reliable automated tools to identify the true type
of file fragments within large sets of data. The design
of efficient and accurate classifiers has become a major
challenge in digital forensics for which several approaches
have been proposed. By solving the unordered binary file
type classification problem it is shown that neural network
models and a linear programming based discriminant
model can be used for reasonably accurate file type
prediction. Preliminary results are given and the research
direction outlined.
I. I NTRODUCTION
Computer technology plays an increasingly important role
in the processing, storage and transmission of data. Digital
media has become the preferred data and information storage
medium. As the use of computers to store both legal and illegal
information grows, so does the need for specialized tools that
can monitor, control and even recover this data [1].
File classification is a recurrent task performed by security,
network, digital forensic and general computer specialists. The
file type associated with data establishes how to use, or not use,
this data. Traditionally files are identified by means of metadata such as file extensions, file header signatures or operating
system specific meta-data tables [2]. File type classification
that relies on meta-data is however not always reliable because
the integrity and availability of meta-data is not guaranteed.
In addition, as data fragmentation is a natural occurrence
in computer systems, predicting the file type associated with
a file fragment is of great value. An accurate file fragment
classification technique can help to identify hidden or misrepresented data; as well as aid in the recovery of fragmented
data [1], [3]. Fragment type identification is difficult as the
fragment might not contain the meta-data used in traditional
file type classification techniques [2].
Formally, the file fragment classification problem involves
identifying the true file type a computer file fragment belongs
to [2]. A model has to be developed that is able to determine
the file type of a given file fragment based on the file
fragment’s content. This progress report will provide a very
brief overview of the research being done in Section II as
well as give some preliminary results in Section III. Further
research plans are outlined in Section IV.

II. P ROJECT OVERVIEW
The file fragment classification problem under investigation
is modelled as a general binary classification problem for
which several solutions have been proposed in literature.
Several authors applied machine learning methods on a set
of exemplar byte frequency histograms (BFH) [2], [4], [5],
[6], [7], [8]. The machine learning method generalizes patterns
from the exemplar set of BFHs that can be used to predict the
file type of a new BFHs.
Formally, supervised machine learning derives a classifier
f → {G0 , G1 } which minimizes the difference between
the given class label yt and the predicted class label ŷt by
application of a learning algorithm over a training set (~xt , yt )
where each training pattern t = 1 . . . k consists of a feature
vector ~xt with r attributes x1 , x2 , . . . , xr and an associated
predefined class label yt ∈ {G0 , G1 }.
Several models can be used as classifier f , including a
neural network model and a linear programming discriminant
(LPDA) model. Neural networks imitate the cognitive function
of the brain to approximate intelligent machines [9]. The
multilayer perceptron neural network consists of multiple
nodes in a highly interconnected pattern. Network neurons are
separated into three distinct layers. An input feature vector
is received at neurons in the input layer, which is in turn
connected to neurons of the hidden layer, while the hidden
layer neurons are again connected to the output layer neurons.
The neural network maintains a set of connection weights,
which is used to adjust the input signal as it propagates through
the network towards the output layer.
In the linear programming model, the classification problem
is viewed as a special form of linear program which finds
optimal weights for a linear discriminant function and an
optimal cut-off point used for separating classes [10]. Each
training example is represented by a group of constraints with
respect to the cut-off point in the linear program. The objective
of the linear programming model is to minimize the extent of
misclassified classes.
For the file classification problem, a set of models can be
constructed to predict whether a file belongs to a specific
target file type or not. The byte frequency histogram is used as
feature vector and the class label is assigned true for patterns
of the given target file type, and false for patterns of non-target
file types.

III. P RELIMINARY RESULTS
Preliminary results for neural networks and linear programming discriminant classifiers are given in this section.
The discussion of the research methodology followed, the
model evaluation criteria used, the feature selection technique
employed, the method used to estimate parameters and the
exact model specification is omitted for brevity.
Files taken from the govdoc1 dataset is used to calculate
BFHs for 4096-byte file-fragments [11]. Only gz, gif, ps, xls,
ppt, pdf, jpg, doc, txt and html file types were considered. For
each file type under investigation a binary classification model
was built to determine whether a given file fragment belongs
to this type of file or not. For each model a general accuracy measure, defined as the percentage of patterns correctly
classified, is given in Table I.

framework for the application of machine learning methods
towards deriving meta-data free decision rules for use in file
type prediction.
A multi-class problem will be solved using a sequence
of binary classification models. When solving a multi-class
classification problem it has been shown that round robin
pair-wise class binarization can give improved predictive accuracy, without having noticeable effect on the computation
time, when compared to conventional approaches multi-class
approaches [12]. The c class problem is transformed into
c(c − 1)/2 two-class problems, one for each unique pair of
classes < i, j >. A binary classifier can then be trained using
training examples of classes i and j, whereas examples of
other classes are ignored. For the classification of new patterns,
each pair-wise classifier votes for one of the classes < i, j > to
which it predicts the pattern is more likely to belong. When
each of the c(c − 1)/2 classifiers has voted, the pattern is
assigned to the class with the most votes.
Furthermore, future research will investigate the feasibility
of using both techniques together for improved predictive
accuracy, while additional pre-processing techniques will also
be investigated. A framework will be formulated and the
results of an empirical investigation presented.
Erich Wilgenbus is currently studying towards a Masters (M.Sc) in Computer
Science at the North-West University (Potchefstroom campus). He holds a
B.Sc. (Hons.) in Computer Science and Information Systems, as well as a
B.Com. (Hons.) in Economics. This work forms part of the research done
within the TELKOM Centre of Excellence research program, which Erich
joined in 2012.

TABLE I: General predictive accuracy of neural network and linear programming discriminant
(LPDA) models for unordered class binarization.
Both the neural network and linear programming models
provide reasonable accurate classification results. The average
classification accuracy between each classifier is similar, with
the neural network model only slightly outperforming the
linear programming based model. The neural networks are
able to accurately identify the target file type with an accuracy
of between 74 percent and 96 percent. The LPDAs are able
to accurately identify the target file type with an accuracy of
between 71 percent and 96 percent.
While the general results of both classifiers are nearly
identical, the within target group performances varies. At
this stage the LPDA model seems to be the more pragmatic
solution to the classification problem because the model can be
solved more easily for larger datasets, while construction and
training of the neural networks are tedious, time consuming
and requires a priori specification of several model parameters.
IV. P LANNED RESEARCH
Though machine learning algorithms have been shown to
be instrumental in solving the file type classification problem,
it would seem that a pragmatic framework for the multi-class
file fragment classification problem is yet to be formulated.
The research objective of this project is to develop a unified
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